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1 Introduction

The Global Printer Driver (GPD) from docuFORM enables cross-manufacturer and
independent printing from Microsoft Windows applications to PostScript-enabled
output systems, without the need for one or more specific printer drivers. For the user,
this means costly administration of printer drivers, their updates and the use of a
Microsoft print server are no longer necessary. At the same time, optimal printout on
all Postscript-capable output devices is guaranteed at all times.

Encrypted printing, a PDF workflow, optional Follow "2" Print functionality as well as
cross-manufacturer PIN printing are also integrated. In addition, an index server
ensures network-wide distribution of print jobs as well as user-driven global cloud
printing via mobile devices. The combination of these functionalities in one product
represents the unique selling point of this solution worldwide.

The solution consists of three components. In addition, the Mercury OMS server is the
core piece. In addition, an SNMP client is installed in the network, which collects all
device information in real time, updates it at any time and enters it into the Mercury
database. MSI then rolls out the docuFORM GPD as the third module at each
workstation. With the installation of these three components, printing can be carried
out in the user network successfully and optimally without any additional steps.

Tl Docuform Cloud

% PPD { XML Update
HTTPS
l Fip
GPD Configuration
] MPS
(Master)
Windows ercu
Applications /‘t Y b
. Device P rties
| Device Database ev.'_mx
— — PPD [ XML Database f—
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Selection P I—— 1 l
| B |
- E p XML jm SNMP Client
Follow*2"Print L P o —» —_— in Device Monitoring
— R \
Q I C 4
u N E — Local
u D : — sl Q.’Ji —_ yser
E A | Network
A N I I |
Selection of available G d, /
Device Properties — XML f\:’{i
Print Job Monitoring ' | l

The system is maintenance-free and self-learning for the user as it adapts to the
current device landscape in the network at any time and the required XML files are
provided centrally and continuously updated by docuFORM.
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The docuFORM Global Printer Driver always works with the Mercury Output
Management Software (OMS) and can be operated either with the docuFORM Fleet &
Service Management (FSM) software (right-hand image), or together with the
docuFORM SNMP Capture Client software (left-hand image).

GPD

e “ Mer(ury
;"‘)2 OMS
Mercury
GPD OMS local
) user
:ﬁg\/\/ network 1
<’ SNMP Client >
local Merwry
user SNMP Client FSM
network SNMP Client >  gerver
local
B, ' user
& LY &2 network 2
Q Mercury
GPD O
GPD installation with Mercury and SNMP Client GPD installation with Mercury and FSM Server

Please note that the correct operation and use of all features of the GPD requires
the installation of the Mercury OMS and Fleet & Service Management FSM
software version associated with each GPD version. For more information, see
the GPD Release History. In addition, to use some features of the GPD, you may
need to purchase and license additional Mercury modules.

2 Installing the docuFORM Global Printer Driver

To install the docuFORM GPD on 32 or 64-bit Windows operating systems there are
two independent installation packages available:

e GPDinst_de32.msi
e GPDinst_de64.msi

The installation packages can be installed on Microsoft Windows 7, 8, 8.1 or Windows
10 systems and are currently available in German and English.

Note: The docuFORM GPD can also be installed in virtual environments. For correct
operation of the print order overview application, however, the network of the virtual
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environment must be set to "bridging" or "network bridge".

To install the docuFORM GPD, the corresponding installation package must be
executed. A wizard guides you through the installation of the docuFORM GPD.

i docuFORM Global Printer Driver Version 3.1.0.0 - Setup = o) =]

Welcome to the docuFORM Global Printer
Driver Setup Wizard Version 3.1.0.0

The Setup Wizard will install docuFORM Global Printer Driver
on your computer, Click Next to continue or Cancel to exit
the Setup Wizard.

RM

Back Mext Cancel |

By clicking the 'Next' button, the installation wizard will proceed to the next installation
step. Clicking the '‘Back’ button returns to the previous installation step. Clicking the
'‘Cancel’ button aborts the installation.

In the next step, the licensing terms for the docuFORM GPD must be approved.
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i docuFORM Global Printer Driver Version 3.1.0.0 - Set o ] |
End-User License Agreement docu F“wﬁRM

Please read the following license agreement carefully

Agreement ﬂ

ATTENTIOM: USE OF THE SOFTWARE IS SUBJECT TO THE docuFORM
SOFTWARE LICENSE TERMS SET FORTH BELOW.

USING THE SOFTWARE INDICATES YOUR ACCEPTAMNCE OF THESE
LICENSE TERMS.

IFYOU DO NOT ACCEPT THESE LICEMSE TERMS, YOU MAY NOT
DOWNLOAD OR USE THE SOFTWARE. LI

[ 1accept the terms in the License Agreement

Print | Badk I [WExk I Cancel |

Afterwards the selection of the target folder for the installation of the docuFORM GPD
files takes place. An option for the standalone installation of the docuFORM GPD
status monitor can also be selected here. Only the print job overview component of the
docuFORM GPD will be installed.

i docuFORM Global Printer Driver Version 3.1.0.0 - Sek ]
Destination Folder docu F‘;%RM

Click Next to install to the default folder or dick Change to choose another.

Install docuFORM Global Printer Driver to:

|C: ‘\Program Files\docuFORM\docuFORM Global Printer Driver,

Change... |

[T Instal docuFORM GPD status monitor only.

Back I Mext I Cancel

The following installation step includes the configuration of the communication ports to
the Fleet & Service Management Server as well as to the docuFORM Status Monitor.
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ii& docuFORM Global Printer Driver Version 3.1.0.0 - Se B ] |

Sarver connection dDCUFﬂaRM
Click on "Mext” to connect to the standard FSM Server

—FSMM Server
Address: ¥ML-RPC Port:

| . [52006

—docuFORM GPD status monitor Feedback Ports

Feedback UDP port range: |4325I:| = |43 500

v Install and run docuFORM GFD status monitor.
[ Retrieve printing rights from Active Directory
[T Do rights query at all MPS Servers

I do not create a generic Follow 2Print printer j
I Derive printer name from net address j
I Aggreated print queues for each NPS server j
Back | Mext | Cancel |

The input field 'Address' must contain the TCP / IP address or the DNS name of the
Fleet & Service Management (FSM) server or - for a ‘capture client only' installation
the TCP / IP address or the DNS name of the Fleet & Service Management Client
software. The docuFORM GPD communicates with these applications and obtains
information about the printing systems available for printing from these applications.
The entries for XML-RPC ports and Feedback UDP ports are already preassigned and
should only be modified by experienced users.

The option 'Install and start docuFORM GPD Status Monitor' controls the
installation of the GPD Status Monitor program

The option 'Determine printing rights from Active Directory' controls whether the
printing rights of the respective users are to be taken over from the Active Directory.
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i'-;% docuFORM Global Printer Driver Version 3.1.0.0 - Setup B ] A
Server connection docu F‘;FRM
Click on "Mext” to connect to the standard FSM Server

~FSMM Server
Address: K¥ML-RPC Port:

172.26.0.5 :  |52008

~docuFORM GPD status monitor Feedback Ports
Feedback UDP port range: |4325I:| - |435IZID

¥ Installl and run docuFORM GPD status monitor,
eh'ieve printing rights from Active Directory

[ Do rights guery at all NPS Servers

I do not create a generic Follow 2Print printer j
I Derive printer name from net address j
I Aggreated print queues for each MPS server j
Back | Mext | Cancel

If the checkbox "Request permissions on all NPS servers" is checked, all NPS
servers entered into the printer database are queried for changed printer properties
and authorizations. This query may take longer for remote or powered down servers.
If this option is not required, leave the checkbox unchecked.

ii-.‘!rl' docuFORM Global Printer Driver Version 3.1.0.0 - Setup o ]
Server connection docu F*\ﬁRM
Click on "Next™ to connect to the standard FSM Server

~FSMM Server
Address: ¥ML-RPC Part:

172.76.0.5 :  |s52008

rdocuFORM GPD status monitor Feedback Ports
Feedback UDP port range: |4325I:| - |435I:ID

¥ Install and run docuFORM GPD status monitor,
[~ Retrieve printing rights from Active Directory
I [ Do rights query at all NPS Servers r

I do not create a generic Follow 2Print printer j
I Derive printer name from net address j
I Aggreated print gueues for each NPS server j
Back I Mext | Cancel

In the upper drop-down list you can create a Follow2Print printer immediately after
installation of the GPD. This can be done for encrypted or encrypted and unencrypted
printing.
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i docuFORM Global Printer Driver Version 3.1.0.0 - Sek o ] o4 |
Server connection docu F*\HRM

Click on Text” to connect to the standard FSM Server

—FSMM Server
Address: XML-RPC Port:
|172.26.0.54 52008

r~docuFORM GPD status monitor Feedback Ports
Feedback UDP portrange:  [43250 - Jassoo

¥ Install and run docuFORM GPD status monitor.
[ Retrieve printing rights from Active Directory
[ Dorights query at all NPS Servers

I do not create a generic Follow 2Print printer

U NuL U edie g genenic Fuliuw ZFTin prinier
Create a generic Follow 2Print printer
Create an encrypted generic Follow2Print printer

| Create both an enarypted and unencrypted generic F2P printer

Back Mext Cancel

The middle drop-down list allows the user to specify how the printer name of a GPD
printing system, which will later be displayed in the print dialogs of the applications,
should be constructed.

{i& docuFORM Global Printer Driver Version 3.1.0.0 - Set i ] 3
Server connection dOCUF*\aRM

Clidk on "Next” to connect to the standard FSM Server

- FSMM Server
Address: ¥ML-RPC Port:

|172.25.0.54 :  |52006

rdocuFORM GPD status monitor Feedback Ports
Feedback UDP portrange:  [43250 - Jazsoo

¥ Installl and run docuFORM GPD status monitor,
[~ Retrieve printing rights from Active Directory
[~ Do rights query at all NPS Servers

I do not create a generic Follow2Print printer j

I Derive printer name from net address j

Derive printer name from net address
Derive printer name from model name
Derive printer name from net address + location
Derive printer name from model name + location
Derive printer name from net address + model name : |

Cancel

The setting in the lower drop-down list can be used to specify whether the GPD
printer to be added will be assigned a separate port to connect to the Mercury Server
or, as before, to aggregate the ports per target server.

Background:

Separate connections are required if you want to accept print data from non-GPD
channels via the (encrypted) print data input on the Mercury server. The (LPR) queue
name of the separate ports allows the Mercury server - if set appropriately - to
distinguish and correctly handle the different job types.
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=101 x|
docuF%5RM

Server connection
Click on "Mext" to connect to the standard FSM Server

—FSMM Server
Address: X¥ML-RPC Port:

|172.26.0.54 52008

~docuFORM GPD status monitor Feedback Ports
Feedback UDP port range:  [43250 - Ja3s00

¥ Installl and run docuFORM GPD status monitor.
[~ Retrieve printing rights from Active Directory
[” Do rights query at all NPS Servers

I do not create a generic Follow2Print printer j

I Derive printer name from net address j

I Aggreated print queues for each MNPS server j

rint gqueues for each MPS server
Separate print queues for each NPS server

Back I MNext I Cancel

In the next configuration dialog, preferences for new GPD printers regarding color
mode, eco mode and two-sided printing and security settings can be defined. These

presets are then applied in the settings of newly created GPD printers.

i docuFORM Global Printer Driver Version 3.1.0.0 - Setup ) ] 54 |

Presets for new GPD printers docu F‘\aRM

Click on "Mext” to save the printer presets

r~Calor mode r—Plex mode

M e @ Simplex
[ Color

* Duplex long edge

Grayscale A
[ E Duplex short edge
rEcomode ———————————— Security options
on j I Follow 2Print preferred j
I prefer unencrypted print connections j

Back I Next I Cancel |

All required parameters for installing the docuFORM GPD are now defined and in the
next installation step, clicking the 'Install’ button begins the transfer of the docuFORM

GPD files.
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i docuFORM Global Printer Driver Version 3.1.0.0 - Setup =] =l

docuF%5RM

Ready to install docuFORM Global Printer Driver

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I Install I Cancel

After successful transfer of all docuFORM GPD files, a final installation screen will
confirm the completion of the docuFORM GPD installation.

i'._{'a docuFORM Global Printer Driver Version 3.1.0.0 - Setup - | EI|£|

Completed the docuFORM Global Printer
Driver Setup Wizard

Click the Finish button to exit the Setup Wizard,

[T Launch docuFCRM GPD printer manager

Back I Finish I Canicel

Three new applications are installed via the docuFORM GPD software package:
e docuFORM GPD Printer Manager
e docuFORM Global Printer Driver
e Status Monitor
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3 docuFORM GPD Printer Manager

The core of the docuFORM Global Printer Driver is the Printer Manager application.
With this application, the user sets up and manages their required GPD output

systems.

[L IL

docuFORM GPD Printer Manager-3.1.0.0-Administrator

My printers -

PRINTER PROPERTIES LCCATION DESCRIPTION
=" bm30055c047r.. W[ 5 & @ MannheimiLembacher Str. 16-18,1.0G\,..
-_o L [ .
9201 [T Er e Mannheim'Lembacher Str. 16-1841.0G\...
-_-o FET I .
canond12341 i E x €0 Mannheim\Lembacher Str. 16-1841.0G\...
-_o g (] .
etD021b7500b... W (i & & @ MannheimiLembacher Str. 16-1841.0G\...
@
= km-c550 meEE xall Mannheim\Lemnbacher Str. 16-18\1.0G\...  Standard Output
Microsoft XPS
=% Document [T e |
Writer
-_‘ g . T
vhost0180 (1] E‘ =i A a Meu-lsenburg\Odenwaldstrasse 341.0G...
-
Pt vhostD182 wmEE x a Neu-lsenburg\Odenwaldstrasse 341.0G\...

[

The first time this application is called, it will list all Windows printing systems with their
capabilities and printer ports set up on the user's system.

By selecting a listed printing system, it can be defined as the default printer, edited or
deleted in the printer Settings.

Remove printer

9

" bm3o05sco47f.. WM i 5 £ @ Mannheim\Lembacher Str. 16-18,1.0G\...
o Set as default printer
‘_. 8201 i 5 & B Mannheim'Lembacher Str. 16-1841.0G\...

=% bm20055c0475.. Wi £ &k @ Mannheim\Lembacher Str. 16-1841.0G\...

9 @ Settings

"_: 9201 [T S e Mannheim\Lembacher Str. 16-18\1.0G\...

Pt brn30055c0474. W[ 5 & & Mannheim'\Lembacher Str. 16-1811.0G\... ‘
M 9201 [T ey T e Mannheim\Lembacher Str. 16-1841.0G\...
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=3 docuFORM GFPD Printer Manager-3.1.0.0-Administrator == -
- Help ?
PRINTER PROPERTIES LOCATION DESCRIPTION J
-_o E (A .
brm30055c247%.. W (if] 7 &k @ Mannheim\Lembacher 5tr. 16-1841.0G...
o 6 Settings
P 9201 I E & FEE MannheimLembacher Str. 16-1841.0G\...
w
Pt canond12341 miEE x =0 Mannheim\Lembacher Str. 16-181.0G\...
g ™R 1 _
=" ci0021b7569b... [l |1_15‘| =l & ﬂ Mannheim'\Lembacher Str. 16-1841.0G\...
)
Pt kn-c550 mE s x a b Mannheim\Lembacher Str. 16-1811.0G\..  Standard Output
Microsaft XP5S
=% Document I i
Writer
__‘ z LI 1
vhost0180 miEeE X g Neu-lsenburg\Odenwaldstrasse 3\1.0G...
w
Pl vhost0182 mEE X a Meu-lsenburg\Odenwaldstrasse 341.0G\...
4

At the bottom of the docuFORM GPD Printer Manager window messages and
notifications of the application are displayed.

By clicking on the column headers of the printer list, the listed printing systems can be
sorted according to the column heading.

Selecting 'Add' adds new GPD printing systems to the user and adds them to the
available printing systems.

A convenient search dialog for printing systems is now displayed, which is fed with
information from the output systems found by the docuFORM SNMP capture client on
the network.

The printer search for locations here supports up to ten freely definable fields, such as
city, street, building, room, etc. The site hierarchies are defined in the 'Settings' menu
of the Fleet & Service Management Server software.
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docuFORM GPD Printer Manager - Add

IL IL

Window dlose after adding the printer Reset filter 2%

Printer search

Level 1
Search for e.g. name, location ... Level 2

Level 3

Level 4

PRINTER. FROPERTIES LOCATION DESCRIPTION MODEL -
l‘_? bhe3i.. 111 .EI E & Karlsruhe\Handelstr. 11%Haus 11 EG\... KONICA MINCOL..
i':? bm30.. Wl E X B8 Mannheim\Lembacher Str. 16-18\... Brother MFC-L...
l‘:‘ c9201... MM [ 5 & B Mannheim\Lembacher 5tr. 16-18\... Samsung CLX-...
‘.‘:Q canonc... Nl .'._11 El A Mannheim\Lembacher Str. 16-1841.0... Canon iR-ADV C...
l‘:‘ canon... Ml [ 5 & ¥ (U Mannheim\Lembacher 5tr. 16-18\... Canon iR-ADV...
‘.‘:‘ clx626... i E & Karlsruhe\Handelstr. 11%Haus 11 EG\... Samsung CLX-6...
. N A

Here, printing systems to be set up as new GPD printers for the user can be selected
and found according to required characteristics such as duplex printers, color printers,
Follow2Print printers, encrypted printing, etc. or according to the desired finishing
options or paper options. By selecting and clicking the required property finishing or
paper options buttons, the printing systems shown in the result list of this dialog are
automatically updated.

For properties selected for the printer search, descriptions in text form appear below
the buttons. When hovering the buttons with the mouse pointer, help text about the
function of the buttons is displayed.

Furthermore, printing systems can also be searched for your locations or your host
name or printer addresses. Clicking the input fields 'City’, 'Street' etc. displays a list of
available locations for the selected input field. Alternatively, a location name can also
be entered in the input field. For a free text search for printing systems the left input
field is used.
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docuFORM GPD Printer Manager - Add

=t
=

se after adding the printer Reset filter €

Printer search

Search for e.g. name, location ... Level 2

Level 3

37 Search results

.--EIE-

BEW Letter

The results area of the printer search lists the printing systems that meet the search
criteria. The functions of the individual printing systems are represented by icons in the
column 'Functions'.

M E e

If you hover the mouse pointer over the icons, help text is displayed explaining the
respective function of the printing system.

(L Dwﬂn
55 T PIM printing

The output system to be set up as a new GPD printing system must be selected in the
result list.

1‘:? bm30.. WL £ @ Mannheim\Lembacher 5tr. 16-18) Z-L...

i

Clicking on the 'Add' button stops the setup of a new GPD printer and closes the printer
search dialog.

The docuFORM GPD printer manager lists GPD printers with a "globe" symbol.

Printers for which the Follow2Print option has been set up are marked with a "human"
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symbol.

If you select a GPD printer system and click the 'Settings' option, the GPD printer
driver options can be configured.

Clicking the button E| refreshes the printer list display.

Clicking the ‘Help’ button displays the information screen of the docuFORM GPD.
Information about the version of the software, the logged-in user, the responsible Fleet
& Service Management (configuration) server or client and the responsible Mercury
OMS server etc. is displayed here. The docuFORM Global Printer Driver
communicates with both applications. From the Fleet & Service Management server
or client, the GPD receives information about the available output systems and their
options. The print data generated by the GPD is transferred to the Mercury OMS server
for editing and output to the desired printing systems.

docuFORM GPD Printer Manager -

o
=

Close X

Help & Support

'~ hoftor accict vl nl o H ¥ [ Y JR L
0 peller assisl you, please provide Ne joldowilng injormation .

User: Administrator
Allocated configuration server

Allocated Mercury server:

Database version : 100

Database timestamp : 1/24/2019 1:15:08 AM
Maore Info 6.3.9600.0(64), v v
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4 docuFORM GDP Printer Driver

The docuFORM GPD printer driver is a Microsoft Windows based printer driver for
GPD printing systems that generates generic postscript print data. These generic
postscript print data are forwarded from the docuFORM GPD printer driver to the
Mercury OMS software and supplemented by the Mercury OMS software with the
specific postscript code of the selected output system. This ensures that every output
system configured as a GPD printing system is always fed with print data generated
exactly for this system. This procedure is also used for Follow2Print printing. Again,
the print data stream is processed after authentication of the user on the output device
with the required postscript code for this output device.

The docuFORM GPD printer driver provides several configuration dialogs for selecting
the required output options.

Ll brn30055c94 750 Printing Preferences -

Security options |Basin:: options | Paper | Cluality | Finishinig | POF Cptions | Advanced |

Security options

== @ Direct printing
== ) Follow2Print
—

PIM secured printing

L]

Login name
Enter custom User 1D:

Administrator

Corfirm PIN befare printing

ok ][ canesl ][ oy ]

The tab 'Security Settings' is used to define the required output format of the print
data. In addition to direct printing, the Follow2Print procedure and securing the printing
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process by entering a PIN are also available here. The docuFORM Global Printer
Driver automatically recognizes which printing systems support the PIN printing

process.

i

Security options | Basic options |F‘aper | Quality | Finishing | PDF Options |.»‘\dvar1ced |

brn30055c947f50 Printing Preferences -

2-Sided printing
) 1-Sided
(O 2-Sided long-edge binding
() 2-Sided short-edge hinding
Layout
Pages per Shest:
Orientation:
(_) Landscape
() Rotated Landscape
Copies
@ MNumber: 1 :
At .
._] Collate:

i

brn30055c947f50 Printing Preferences -

| Security options I Basic options | Paper |O|.|a|'rty | Finishing I PDF Options I Advanced ‘

Input options
Original size: E] Letter 81/2 x11in b4
Destination size: "LE ool 2l -

J&] Letter Small 8 1/2x 11in
Additional scaling factor [E] Tabloid 11x17in
using the same destination si; @ Ledger 17x 11in
5] Legal 81/2x 14in
I5] Statement 51/2x 8 1/2in
%) Bxecutive 71/4x 10 1/2in
Paper type: [5] B4 (J15) 250 354

[€] B5{JIS) 1823 257 mm

%) Folio 8 172 13in

[&] Quarto 215 275 mm

&) 1tc14in

R 17

[&] Note 8 1/2x 11in

&) Envelope #937/8x 8 7/8
E Envelope #104 1/8x51/2
E Envelope #11 4 1/2x 10 3/8
%) Envelope #12 4 1/2x 11
[5] Envelope #145x 11172

Paper tray:

)

| Security options I Basic options I Paper | Quality | Firishing I PDF Cptions I Advanced |

brn30055c947f50 Printing Preferences -

Color mode

) Color

®) Grayscale

Resolution

| Printer default v |
Economy mode

[of v

OK || Cancd |[ Apply
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@ C size shest
D size shest Apply
docuFORM Generic P... @ E size shest

I5] Envelope DL 110x 220 mm
%) Envelope C5 162x 229mm
[5] Envelope C3 324x 458 mm
[%] Envelope C4 229x 324 mm
%) Envelope C6 114x 162mm
[&] Envelope CE5 114x 229 mm
[%) Envelope B4 250x 353 mm
[%) Envelope B5 176x 250 mm

Printer
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Additional configuration dialogs can be used to set up print options, format, color and
paper options, as well as finishing for output on the GPD printing system. In this case,

the GPD displays in the paper selection list an icon =l indicating the currently inserted
paper sizes. Printable paper sizes that are currently not inserted in the printing system
are indicated by an icon 5] Paper sizes that the printing system cannot handle are
indicated by an icon in the paper selection list, but can still be selected - e.g. for
PDF creation.

The tab 'Finishing' can be used, among other things, to set the stapling options at
different sheet positions.

= canond12341 Printing Preferences .
Securty options | Basic options | Paper | Qualty | Finishing | PDF Optione | Advanced |
Output options
Finishing medule: Printer default v

OQutput destination: Printer defautt v

Request Set Offset

Staple

Co—
| Defauk staple
Comer staple portrait
Comer staple landscape
Double staple
Saddle Stitching
Fold

Off

In the configuration tab 'PDF Options’, the settings required for the docuFORM GPD
PDF Workflow can be defined.

= canond12341 Printing Preferences - =) canond12341 Printing Preferences [=]
Sscuurty options | Basic options | Paper | Quality | Fiishing | POF Options | Advancsd | | Securty options | Basic cptions | Paper | Guality | Finishing | PDF Options | Advanced |
Dutpist options Output options
Pinting arly fne POF generation) v Printing orly (10 PDF generstion) v
Printing only no PDF generation)
PDF oniy
Printing and PDF
Erter E-Mai adrsss for FOF smailing Erter sl agress for -Ur emaing
PDF setings PDF settings
PDF Quslty ssttings PDF Quality ssttings
[ Defauk v [ Defaut v
[ Generate PDF/A-1b compatible PDF document [ Gensrats PDF/ATb compatisle PDF document

In 'Output Options', selected whether the documents created with the docuFORM
GPD should only be printed, whether only PDF files of these documents should be
generated, or whether both printed and PDF documents should be output. The PDF
documents are generated by the Mercury OMS software and sent to the user by email.
To do this, the recipient address of the PDF documents must be entered in the input
field 'Email address for PDF sending'. In the area 'PDF Settings' options for
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generating PDF documents can be selected.

To use the docuFORM GPD PDF workflow, the required logical print paths must be
set up in the Mercury OMS software. Instructions can be found in this document.

5 docuFORM GPD Status Monitor

A special icon for the docuFORM Global Printer Driver is installed in the tray area of
the user system.

| docUFORM GPD Status Monitor

E\f -Ei. |I|- |'.:|} l?;|

Right clicking this icon opens a menu which displays either the print job overview or
the docuFORM GPD Printer Manager.

The print job overview is an application that displays all print jobs that are pending and
already printed by the user. The entries can be sorted by clicking the column headers.

Clicking the button Q refreshes the printer list display.
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=] Jab Overview-3.1.0.0-Administrator

NAME STATUS TYPE PAGES SIZE DATE PRINTER LOCATION J
New Bitmap Waiting i 1 36,841 1/24/2019 2:51:35...
Image
Mew Text
Document - Waiting 3 1 92614 1/24/2019 2:50:57...
Notepad
4

Jobs that are already printed will still be displayed in the print order overview for 48
hours after successful printout. This allows the user to see which print jobs they printed

recently. By selecting a print job and clicking the button , a print job that has not
yet been printed can also be deleted.

New Bitmap Waiting x 1 36,841 1/24/2019 2:51:35..,

Image

Mew Text 3 . ) Remave job
Document - Waiting 4 1 92614 1/24/2019 2:50:57...

MNotenad
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6 Printing with the docuFORM Global Printer Driver

Printing documents with the docuFORM Global Printer Driver is no different from the
familiar print workflow of a Windows application.

® 8 R Q ® @ /v A MO m- H-=m 3@ g

cross-manufacturer PIN g Orucken =rver
ensures network_wide d|s Drucker, bm30053c547f50 vH Eigenschatten | [ Enveitert.. | Hife @ Oud
pl‘lntlng V|a mObI|e deVlCe Bemplare: [I| % D\nﬁraustufen(snhwarzwef)dvucken juct
. i [JFarbe/Toner sparen (D
represents the unique sellil . suenese T—
@ Alle o= brn30055¢947750 Properties @
. . te || [ Securty options | Basic options | Paper | Gualty | Fnishing | PDF Opions | Advanced | frassen | .
The solution consists of th o or is
the core piece. In addition T scts
all device information in Ay — the
Mercury database. MSI th _, B Flouthn HFEIRM = at
each workstation. With th i = be
carried out in the user N ooe = st bnal
steps. ¢ R
Mercury OMS
| Admin
) - : r
docuF %3RM - Global Printer L
> 0K Cancel jvon &9
eite einrichten... ki Abbrechen
) Y
GPD Configuration l MPS
(Master)
o i )
T

The user selects the desired GPD printer in the 'Print' dialog of the application and can
then, as usual, configure the options of the GPD printer required for the printout by
opening the 'Properties’ dialog.

The Postscript print data generated by the docuFORM GPD is then transferred to the
responsible Mercury OMS server, where it is prepared for output to the desired target
printing system and then sent to this system for printing.
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7 GPD Configuration within the FSM Client

For a GPD workflow with Mercury OMS Server and FSM capture client only, the
following configuration steps must be performed within the FSM Client software.

T T
dOC FBRM" Data Transfer
U i
# Printer Data Acquisition
System
® Search Printers Acquisition Cycle:|every 6 hours | v

® Transfer Printer Data Data Encryption Key:[sessases
® Manage PMD Files Activate docuFORM GPD support: ]
Enable data transfer to FSM Server: [_]

® Source Identifiers

® Network Settings H

Apply Help

® Database

® Settings
Extensions

® HP Smart Device Services
Help

Logout

In addition to the configuration options for searching for printing systems on the
network in the menu 'Search Printers' of the FSM Client Software, the 'Data Transfer'
menu must also be set to 'Activate docuFORM GPD Support'. If the FSM client
software is to serve exclusively as the data provider for a GPD system, deactivate the
option 'Enable data transfer to FSM server'.

Since the docuFORM Global Printer Driver PostScript generates print data, only
PostScript-capable printing systems are suitable for printing documents generated by
the GPD. The FSM Client software automatically detects if a printing system is suitable
for printing PostScript documents and displays these printing systems in the FSM
Client Software's Printer menu with an icon B in front of the printer entry. Only
PostScript-enabled printing systems are sent from the FSM client software to the GPD
for selection by the user.
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docuF ORM:

® Printer
System
® Search Printers
@ Transfer Printer Data
Manage PMD Files
Metwork Settings

Database
® Settings

Help

Logout

o @
ol «
ol =
ol o«
ol -
ol o«

Printers total: 5 - confirmed: 0

Monitoring

Printer
P (iExport 4{=iImport
Printer Serial MAC Acquired on PMD File
g | & | B
172.16.1.108 A4Y4021010180  O0206BE1658E | 01/24/2019 | KONICA MINOLTA bizhub
KONICA MINOLTA bizhub C3350 15:22:39 C3350 5.8
B 1
172.16.1.110 QJK0621258 00COEE4CD4AE | 01/24/2019 Kyocera TASKalfa 250ci 5.6
TASKalfa 250a 15:22:35
B v
172.16.1.111 Z77ABJEDI00ONSN 0015930D57E4 | 01/24/2019 Samsung CLX-6260 Series
Samsung CLX-6260 Series 15:22:29 5.2
B vi
172.16.1.113 JPBVIDLO2P C8D3FFBOBE47 | 01/24/2019 HP Color Laserlet FlowMFP
HP Color LaserJet FlowMFP M577 15:22:24 M577 6.1
B v1
172.16.1.116 CNB3KBSOFR F430BIFSD2FC | 01/24/2019 HP Color Laserlet MFP E77822
HP Color Laserlet MFP E77822 15:22:26 6.1
E v1
i Follow2Print Secure Print Help Delete Acquire data

If the Follow2Print process is also used within the GPD workflow of a user, the user
within the FSM client software must select which output systems should participate in
the Follow2Print process.

To do this, they check the box for the required printing system and activate
Follow2Print for this system.

a@| http://localhost:32005/printers.php

docuF ORM:

® Printer

System
® Search Printers
® Transfer Printer Data
# Manage PMD Files
® Network Settings
#® Database
® Settings

Help

Logout

o @
v
Ol -
o«
0ol -
ol -

Printers total: 5 - confirmed: 0

R~-c H Fleet & Servicemanagement | |
Printer
P =i Export 4 [jImport
Printer Serial MAC Acquired on  PMD File
g | & | ©
172.16.1.108 A4Y4021010180 00206BE1658E  01/24/2019 KONICA MINOLTA bizhub
KONICA MINOLTA bizhub C3350 15:22:39 C3350 5.8
Evi
172.16.1.110 QIK0621258 00COEE4CD4AE | 01/24/2019 Kyocera TASKalfa 250ci 5.6
TASKalfa 250ci 15:22:35
B v1
172.16.1.111 Z77ABIJEDI00ONSN 00153%0D57E4 | 01/24/2019 Samsung CLX-5250 Series
Samsung CLX-6260 Series 15:22:29 5.2
E v1
172.16.1.113 JPBVIDLOZP CBD3FFBOBE47 | 01/24/2019 HP Color Laser)et FlowMFP
HP Color Laserlet FlowMFP M577 15:22:24 M577 6.1
Evi
172.16.1.116 CHBSKBSOFR F430B9F5D2FC  01/24/2019 HP Color LaserJet MFP E77822
HP Color Laserlet MFP E77822 15:22:26 6.1
EF v
Monitoring H Follow2Print H Secure Print ~ Help H Delete H Acquire data

Activate

Deactivate

Output systems selected for the Follow2Print procedure are marked with an icon = in
the printer list of the FSM Client software.
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docuF ORM:

® Printer
System
® Search Printers
® Transfer Printer Data
® Manage PMD Files
® Network Settings
@ Database
# Settings
Help
Logout

If secure printing is also used within the user's GPD workflow, the user must define the

o @
D L 4
D L d
D L 4
D L d
D L 4

Printers total: 5

¢ Monitoring

Printer
» (= Export 4 (=i Import
Printer Serial MAC Acquired on PMD File
CH CHll £
172.16.1.108 A4Y4021010180 00206BE1658E  01/24/2019 KOMICA MINOLTA bizhub
KOMICA MINOLTA bizhub C3350 15:23:07 C3350 5.8
I ivi
172,16.1.110 QIK0621258 00COEE4CD4AE | 01/24/2019 Kyocera TASKalfa 250ci 5.6
TASKalfa 250 15:23:04
EFivi
172.16.1.111 Z77ABIJED9000NSM 0015990D57E4  01/24/2019 Samsung CLX-6260 Series
Samsung CLX-6260 Series 15:22:29 5.2
I ivi
172.16.1.113 JPBVIDLOZP CBD3FFBOBE47 | 01/24/2019 HP Color Laserlet FlowMFP
HP Color Laserlet FlowMFP M577 15:22:24 M577 6.1
EFivi
172.16.1.116 CHBSKBSOFR FA30B9FSD2FC | 01/24/2019 HP Color Laserlet MFP E77822
HP Color Laserlet MFP E77522 15:22:26 6.1
I ivi
- confirmed: 0
¢! Follow2Print Secure Print Help Delete {1 Acquire data

corresponding output systems within the FSM client software.

To do this, they check the box for the required printing system and activate secure print

for this system.

docuF ORM:

@ Printer
System
® Search Printers
® Transfer Printer Data
Manage PMD Files
Metwork Settings

Database

Settings
Help
Logout

The "Secure Print" process is marked with an icon =

b
7 v
@ v
bl v
@ |~
7 v

Printers total: 5 - confirmed: 0

b JExport 4(iImport

Acquired on PMD File

KONICA MINOLTA bizhub
C3350 5.8

Kyocera TASKalfa 250ci 5.6

Samsung CLX-6260 Series
5.2

HP Color LaserJet FlowMFP
M577 6.1

HP Color LaserJet MFP E77822
6.1

Printer
Printer Serial MAC
o | o |

172.16.1.108 A4Y4021010180  Q0206BE1656E  01/24/201%
KONICA MINOLTA bizhub C3350 15:23:07
Hiv
172.16.1.110 QIKD621258 O0COEE4CD4AE  01/24/2019
TasKalfa 250 15:23:04
EH Zv
172.16.1.111 Z77ABIED900ONSN| 0015550D57E4 | 01/24/2019
Samsung CLX-6260 Series 15:22:2%
EH2vi
172.16.1.113 JPBVIDLOZP CBD3FFBOBE47 | 01/24/201%
HP Color LaserJet FlowMFP M577 15:22:24
Hiv
172.16.1.11% CNESKBSOFR F430B9F5D2FC | 01/24/201%
HP Color Laserlet MFP E77822 15:22:26
Hiv

Monitoring ~ || Follow2Print ~ H Secure Print - ‘ Help ||

Delete | | Acquire data

Deactivate

printer list of the FSM Client Software.
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docuF GBRM:

® Printer

System

Search Printers
Transfer Printer Data
Manage PMD Files
Network Settings
Database

Settings

Help

Logout
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L

Printers total: 5 - confirmed: 0

Monitoring

Printer
P (=i Export 4 () Import
Printer Serial MAC Acquired on PMD File
& | & | ]
172.16.1.108 A4Y4021010180 00206BE1658E | 01/24/2019 KONICA MIMOLTA bizhub
KONICA MINOLTA bizhub C3350 15:23:07 C3350 5.8
EF i@
172.16.1.110 QIKD621258 00COEE4CD4AE  01/24/2019 Kyocera TASKalfa 250ci 5.6
TASKalfa 250c 15:23:04
EF i@
172.16.1.111 Z77ABJEDI000NSN 001593005764  01/24/2019 Samsung CLX-5260 Series
Samsung CLX-5260 Series 15:22:29 5.2
EF:wn
172.16.1.113 JPBVIDLOZP CBD3FFBOBE47  01/24/2019 HP Color Laserlet FlowMFP
HP Color Laserlet FlowMFP M577 15:22:24 M577 6.1
F:20wn
172.16.1.116 CNBBKBSOFR FA30B9F5D2FC | 01/24/2019 HP Color Laserlet MFP E77822
HP Coler Laserlet MFP E77822 15:22:26 6.1
EF i@
Follow2Print Secure Print Help Delete Acquire data
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8 GPD Configuration in Mercury OMS

Installing and configuring Mercury OMS requires basic knowledge of the
software.

To operate a GPD workflow, the parameters for Mercury OMS to communicate with
the Fleet & Service Management software must first be entered in the Mercury OMS
software configuration.

To do this, from the Mercury Windows client 'Setup' menu, open the Mercury Server
configuration options by clicking the 'Server' menu item, then switch to the tab 'FSM
Server'.

x

General I Security | Logging I E-Mail Motification
Advanced F5M Server Accounting
—F5M / Accounting Server

Server IP address |1:r'2. 26, 0. 54

System password I

Connect timeout |15 SEC Idle timeout IEIZI SEC
Communication timeout |15 geC

—Transfer Settings

[T Send fleet management statistics to FSM server I vI

v Retrieve printers from FSM server

[T Use as printer pool for distributed Mercury servers

Get printers now |

[~ Transfer user information to FSM server

Customer [ Dealer Isuperadmin

Data transmission password I

Mercury Server ID INF‘S-EIE 16E322445E

K I Cancel

The input field 'Server IP address' must contain the TCP / IP address or the DNS host
name of the Fleet & Service Management Server or - for a capture client only workflow
- the FSM Client Software. In the input field 'System password' the password of the
administrator account (superadmin) of the Fleet & Service Management software must
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be entered.

For the 'Transfer Settings' options, the 'Retrieve printers from FSM server' option
must be activated and entered in the input field of the account name of the required
dealer or customer, for which the information about printing systems should flow into
the GPD workflow. If all printing systems of all dealers and customers are to be
considered in the GPD workflow, the administrator account (superadmin) must be
entered here.

In the input field 'Data transmission password', the password assigned within the
FSM software must be stored for data encryption of the account holder entered under
'‘Customer / Dealer'. If no special passwords have been assigned here in the FSM
software, the default password 'superadmin’ must be entered here.

To identify the Mercury server, the 'Mercury Server ID' entry box must have a unique
Mercury server name configured. Clicking the 'Get printers now' button starts the
initial transfer of printer information from the FSM server to the Mercury OMS server.

9 Setting Up Mercury OMS software for GPD and PDF
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Workflow with Local and Mercury-wide Follow2Print for
Secure and Unsecure Printing

9.1 Requirements

For standard GPD operation with secure and unsecure transmission, the following
requirements apply:

=

Mercury Installation with empty print process configuration

2. Fleet & Service Management Installation

3. Valid certificate for TLS connections (ipps / https)

4. Ghostscript Version 9.21 may differ and should be requested from support.

5. Optional: Mercury Index Server for workflows with more than one Mercury
OMS

9.2 Setup

Operating a Mercury OMS server to receive and process GPD print data for direct
printing, PDF document generation, and local and global Follow2Print processing,
secured and unsecured, requires the setup of a print process with a total of thirteen
logical printers.

Depending on the desired workflow, the required logical printers, including input
interfaces, emulations and filters, as well as required output interfaces must be set up
according to the following descriptions.

»_Configuration of Print Process GPD Intranet x|
PrintProcess Edit View

]| + =

> Input [nterfa:esl £X Emulations and Fwtevsl < Output Interfaces 2 Logical Printers |

Input Interface
\PDF_TNPUT\* [PDF Input (File)]

v

Condition

4 - Email TLS Output (SMTP) - mai 65 (<eMai> [..

5 - Port 9500 [From remote Mercury (TCP/IP,PIL)] none 8 - F2P (Global) Output (GPD Mapper) - Destination delivered by pr...
1 - Port 9100 [6PD Input (GPD)] GPD: PDF by email 4 - PDF Conversion (Postscript Processor) 4 - Email TLS Qutput (SMTP) - mailsrv.company.net:465 (<eMai> [...
1-Port 9100 [GPD Input (GPD)] GPD: Follow2Print + PDF by email 6 - Normal + PDF Print (Postscript Processor) ~2- F2p Hold-Queue (GPD Mapper) - 2:9100

1 - Port 9100 [GPD Input (GPD)] GPD: Follow2Print 5 - Normal Print (Postscript Processor) 2 - F2P Hold-Queue (GPD Mapper) - 2:9100

1 - Port 9100 [GPD Input (GPD)] GPD: Normal print + PDF by emai 6 - Normal + PDF Print (Postscriot Processor) 1 - Standard Output (GPD Mapper) - Destination delivered by proto...
1 - Port 9100 [6PD Input (GPD)] 6PD: Normal print 5 - Normal Print (Postscript Processor) 1 - Standard Output (GPD Mapper) - Destination delivered b...
4 - Port 632 [TLS from remote Mercury (IPP [Server])] none 1 - Print from remote Mercury (R 7 - F2P (Global) TLS Output (GPD Mapper [IPP]) - Destination delv...
3 - Port 631 [GPD TLS Input (GPD [PP])] GPD: PDF by email 4 - PDF Conversion (Postscript Processor) 4 - Email TLS Output (SMTP) - mailsrv.company.net:465 (<eMai> [...
3 - Port 631 [GPD TLS Input (GPD [1PP])] GPD: Follow2Print + PDF by email 6 - Normal + PDF Print (Postscript Processor) 6 - F2P TLS Hold-Queue (GPD Mapper [IPP]) - :632

3-Port 631 [GPD TLS Input (GPD [PP])] GPD: Follow2Pring 5 - Normal Print (Postscript Processor) 6 - F2P TLS Hold-Queue (GPD Mapper [IPP]) - :632

3-Port 631 [GPD TLS Input (GPD [PP1)] GPD: Normal print + PDF by email 6 - Normal + PDF Print (Postscriot Processor) ™5 - Standard TLS Output (GPD Mapper [IPP]) - Destination delivere...
3 - Port 631 [GPD TLS Input (GPD [PP1)] GPD: Normal print: 5 - Normal Print (Postscript Processor) 5 - Standard TLS Output (GPD Mapper [IPP]) - Destination delivere...

A

Specifically, the 13 configured logical printers include the following processing paths
(order as shown in the above image):
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1. Encrypted logical printer for generating PDF documents for all configurations in
which both printouts and PDF documents are to be created.

2. Follow2Print processing of print data from a remote Mercury OMS server.

3. Local processing of Global Printer Driver print data from which only one PDF
document is to be created.

4. Follow2Print processing and PDF generation of Global Printer Driver print data.

5. Follow2Print processing without PDF generation of Global Printer Driver print
data.

6. Direct processing and PDF generation of Global Printer Driver print data.

7. Local direct processing without PDF generation of Global Printer Driver print
data. This logical printer is labeled as a 'default’ processing path that is used
whenever the print data cannot be assigned to any of the other defined logical
printers.

8. Encrypted Follow2Print processing of print data from a remote Mercury OMS
server.

9. Encrypted local processing of Global Printer Driver print data from which only
one PDF document is to be created.

10.Encrypted Follow2Print processing and PDF generation of Global Printer Driver
print data.

11.Encrypted Follow2Print processing without PDF generation of Global Printer
Driver print data.

12.Encrypted direct processing and PDF generation of Global Printer Driver print
data.

13.Encrypted local direct processing without PDF generation of Global Printer
Driver print data.

The basic configuration of the 13 required Mercury logical printers is the same for all
Mercury OMS servers and differs only slightly, for example in the configuration of the
mail server's access data in the SMTP output interface for sending Mercury-created
PDF documents.

The setup of the necessary Mercury Input Interfaces, emulations, filters, Output
Interfaces and the configuration of the resulting 13 logical printers is depicted here as
screenshots of the above configuration.

For operation of only one Mercury, the remote or global Input and Output Interfaces
are not required and can be omitted, in this case the 13 logical printers are reduced to
nine.

On request, a preconfigured Mercury.ini configuration file can be provided which
can be imported, meaning only the settings for SMTP and directories need to be
modified.
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9.3 Setting up the Mercury Input Interfaces

For the Mercury Cross Follow2Print and PDF Workflow, five Mercury input interfaces
are required.

X
Print Process  Edit  View
< * o
> Input Interfaces |B Emulations and Filtersl & Output Interhcesl 3% Logical Printersl
&  MName | Type | 0 | Description |
[>Add Interface
[ C:\MSPOOL\PDF_INPUT\* File 2 PDF Input
[Port 631 GPD [IPP] 3 GPD TLS Input
[>Port 632 IPP [Server] 4 TLS from remote Merc...
[>Port 9100 GPD 1 GPD Input
[>Port 9500 TCR/IP 5 From remote Mercury
4
PDF Input

For PDF documents to be created, a file input interface must be created.

Eigenschaften von File (Input) llﬂ Eigenschaften von File (Input) ilil

File: |Seﬂings I Sessions I Data I Data Type I Data Capturing | "Fie Seftings |Segsj°n5 I Data I Data Type | Data Capturing I
Filename: Description:l

C:\MSPOOL P

Buffer
[ Read blodk size: 31 KB

Direct read: [
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Eigenschaften von File (Input)

Ubermehmen WHbermetmen:
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Eigenschaften von File (Input)

File I Settings I Sessions I Data

2]

Data Type | Data Capturing |

rInput data type recognition
[~ Active
" Always assume data bype:
[Escie =l
{% nuto detectable data bypes:

O 1cr -
[ s
O rcLs
O rcLs
O rocF

[ rostscript

Prescribe
i

of

0K I Abbrechen | Ubemehmenl Hitfe

Eigenschaften von File (Input) 2 x|

"Fle | Settings | Sessions | Data | Data Type Data Capturing |

—Data capturing
[~ Active

% yyithout protocal data
€ With protocol data

I g = ; ; I o = Maximum size
IIMaanum files bozapture o [
I___ o Maeimurn hours
o :It-: keep

¥ &dd job name to captured filename

oK I Abbrechen

Dbemehmen Hitfe:

GPD TLS Input

Furthermore, a GPD input interface is required for receiving the encrypted print data of

the Global Printer Driver.

Eigenschaften von GPD [IPP] (Input)

Data I Data Type I
IPP | TissssL |

2%

Protocol
Sessions

Data Capturing I
Settings I

Local address: I

TCF port: |631 Iﬂ,
AirPrint: Off =]
Authentication: IDFF j

Printer name: I

Mercury hostname: I

[~ Job monitoring

v Windows printer

[+ IPvG support

[~ Generate GPD information

oK I Abbrachen [Eermetmen Hife:

Page 34 of 90

Eigenschaften von GPD [IPP] (Input)

Diata I Data Type I
IPP TLS/S5L

2]

Protocol
Seassions

Data Capturing I
Settings |

[~ Owenwrite global settings

Server certificate: I

[~ Generate s2lf signed certificate

FFEx passward: I

QK I Abbrechen

[Eermehmen Hilfe
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Eigenschaften von GPD [IPP] (Input) ed b Eigenschaften von GPD [IPP] (Input) 2 x|
Data I Data Type I Data Capturing I Protocol Data I Data Type I DataCaptuing |  Protocol |
PP | TLS/SSL Settings Sessions PP | Ts/ssL | Settings Sessions
Description: | EgeRikRy =m0 Mandmum = of input sessions: |
Buffer Maximum # of pending jobs: I 10
Read black size: 32 KB Session timeout: I sec
Direct read: [ Job timeout: I sec
0K I Abbrechen | [Eernehmer | Hilfe | OK I Abbrechen | Hbemetmen | Hife I
Eigenschaften von GPD [IPP] (Input) ed | Figenschaften von GPD [IPP] (Input) 2=
© PP | TLsssSL | Settings | Sessions PP | Tis/ssL | settings | Sessions |
Data Data Type I Data Capturing I Protocol Data Data Type Data Capturing I Protocol
rInput data type recognition
[~ Decompress and decrypt data automatically [~ Active
Fassward: I 1 Always assume data bype:
4 Wse job information within data stream IESC-"P j
e receiving data from a Mercury: autput port ar XML
% fubo detectable data bypes:
O ep -
1 ros
O ecLs
O ecLs
[ roF
D Postscript
Prescribe 4
] | v
0K I Abbrechen [Eermehmer Hitfe 0K I Abbrechen | [Eernehmen | Hilfe
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Eigenschaften von GPD [IPP] {(Input) 21| Eigenschaften von GPD [IPP] (Input) e 4
PP |  TisssL | Settings | Sessions PP | TsssL | Settngs | Sessions |
Data I Data Type Data Capturing Protocol Data I Data Type I Data Capturing Protocol
—Data capturing
I~ Active ConFigure...l
= without protocol data
1 Wwith protocol data
- : : n o Mazimum, size
I 93 IIMaxm‘uum files bo capture I 0 II(MB)
W « | Mancimnum fours
: = ko keep
¥ | iddljob mame bo captured filename
0K I Abbrechen | [Eernehmen | Hilfe: oK I Abbrechen DEermehmen Hilfe
TLS from remote Mercury
The third input interface requires encrypted input from another Mercury or Mercury
index server.
Eigenschaften von IPP [Server] (Input) 21 x] Eigenschaften von IPP [Server] (Input) 2=l
Diata I Data Type I Data Capturing I Protocol Data I Data Type I Data Capturing I Protocol
IPF | TLS/55L I Settings I Sessions IFFP TLS/S5L | Settings I Sessions
Local address: I [~ Owenarite global settings
TEF T I632 E’ Sener certificate:l
AirPrint: |Off 7
rern I J [~ Generate self signed certificate
Authentication: IDFF j
PE+ passwond: I
Printer name: I
Mercury hostname: I
[~ Job monitoring
[~ Windows printer
v IPv& suppart
[~ Generate GPD information
0K I Abbrechen bernehmen Hilfe 0K I Abbrechen [Eernehmet Hilfe:
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Eigenschaften von IPP [Server] (Input) [k 3| WiEigenschaften von IPP [Server] (Input) P
Data I Data Type I Data Capturing I Protocol Data I Data Type I DataCaptuing | FProtocol |
IPP | TLssssL Settings Sessions IPP | TLS/sSL | Settings Sessions
Description: | ki lg=iis == gat g Maximum # of input sessions: I [m
Buffer Maximum # of pending jobs: I 10
Read block size: |k Session timeout: I— sec
Direct read: ¥ Job timeout: I 5EC
oK I Abbrechen | [bermetmen | Hilfe | OK I Abbrechen | Wkemehmen | Hife |
Eigenschaften von IPP [Server] (Input) 2] Eigenschaften von IPP [Server] (Input) ed |
PP |  TLs/sSL | Settings | Sessioms IPP | Ts/ssL | Setings | Sessions
Data Data Type I Data Capturing I Protocol Data Data Type | Data Capturing I Protacol
r Input data type recognition
[~ Decompress and decrypt data automatically [ Active
Password; I " always assume data bype;
EsC/P i
i Use job infqu_'naﬁon within data stream I . J
(when receiving data from a Mercury output port ar XML) & futo detectable dats bypes:
O e -
O ros
[ ecLs
[ ercLs
O ror
D Postscript
Prescribe 7
1 | i»
oK I Abbrechen [ bermehmen Hife: (0]4 I Abbrechen I [ Eermehmen | Hiffe:
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Eigenschaften von IPP [Server] (Input) x| Eigenschaften von IPP [Server] (Input) |
e | TissssL | Setings | Sessions | " P | TussssL | Setings | Sessions |
Data | Data Type Data Capturing Protocal Dsta | DataType | DataCaptuing Protocol

Data capturing
I Active <None > CnnFigure...l

| without protocal data
= with protocal data
gg = : : 0 = [Maximum size

I :IMaxm‘uum files bocapbure I o P
= | Madirmun hars

I o jto keem

¥ &ddljob name bo captured Flename

oK I Abbrechen [Ibermehmen Hilfe: QK I Abbrechen [Ibermehmen Hilfe:

GPD Input

Furthermore, a GPD input interface is required for the receipt of the unencrypted print

data of the Global Printer Driver.

Eigenschaften von GPD (Input) x| Eigenschaften von GPD (Input) 2=l
Data Type | Data Capturing | Protocol I Data Type I Data Capturing I Protocol
TCPAP I Settings I Sessions I Data TCP/IP Settings Sessions I Data
AL Description:
[ Bind to IP address: I
Buffer
TCP-Fort: I 3100 Read block size: 32 KB
Directread: [~
oK I Abbrachen [IEermehmen Hilfe: 0K I Abbrechen [bernebmen Hiffe
01.02.2019
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Eigenschaften von GPD (Input) Eigenschaften von GPD (Input)

| |
| |
| |
| |
| |
| |
||
&

E—
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Eigenschaften von GPD (Input) 21|
. TCP/IP I Settings I Sessions I Data |
Data Type I Data Capturing Protocol

=Mone >

Canfigure, .. |

QK I Abbrechen

[ bernehmen Hilfe

From remote Mercury

The fifth input interface requires unencrypted input from another Mercury or Mercury

index server.

Eigenschaften von TCP/IP (Input) 2=l Eigenschaften von TCP/IP (Input) ed |
DataType |  DataCaptuing |  Protocol | DataType |  DataCaptuing |  Protocol |
TCR/P | Settings I Sessions I Data TCP/IP Settings Sessions I Data
e Description:
Bind to I add - I
I- n aadress BuFFer
TCP-Port: I 3500 Read block size: 32 KB
Direct read: [~
0K I Abbrechen [Eermehmen Hilfe oK I Abbrechen Ubernehmen Hilfe
01.02.2019

Page 40 of 90



docuFORM Global Printer Driver V3.x for Windows Instructions

Eigenschaften von TCP/IP (Input) Eigenschaften von TCP/IP (Input)

Eigenschaften von TCP/IP (Input) Eigenschaften von TCP{IP (Input)

T 5122

¥ &dd Jotmame bo captured filename

00000

|
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Figenschaften von TCP/IP (Input) 2l

TCFRAP I Settings I Sessions | Data |
Data Type | Data Capturing Protocol

[ | oo |

0K I Abbrechen Obernehmen Hiffe

9.4 Setting up the Mercury emulations and filters

For the Mercury-wide Follow2Print and PDF workflow, a total of four Mercury
emulations - a RAW emulation for transparently passing print data and three Postscript
Processor emulations - are required. The operating mode of the three postscript
processor emulations is dynamically switched by the respective GPD printer. If
extended postscript processing has been activated in the extended print settings of the
printer, the postscript data stream is interpreted, any existing overlay functions are
executed and translated into standard postscript commands. If advanced postscript
processing is deactivated, the postscript data is passed through transparently, as in
raw emulation. With PDF generation, the PostScript data is then converted from
PostScript Processor Emulation to PDF format.

In addition to the Postscript Processor emulation for 'Normal + PDF Print', a Job Copier
Filter Module is also connected as input filter. This module generates a copy for the
GPD printing with additional generation of PDF documents from each processed GPD
print job and for further processing and PDF generation through a Postscript Processor
emulation.

The other configured Mercury emulations do not require any additional filter modules.
The configuration settings of the individual emulations are depicted in the following
screenshots. If no screenshots exist for individual configuration pages, this means that
the default settings can be adopted here.
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Activating the Accounting Parser module in the "Common" properties of Postscript
Processor emulations is only necessary if the advanced accounting functions incl. color
page recognition are to be used in the Mercury and FSM installation. If only the page
count of a print job needs to be determined, this feature should be disabled to avoid

unnecessary server load through the additional in-depth analysis of print jobs.

PDF Conversion

Postscript Processor configuration

- Common
- Resources

- Staple mapping
- Jog mapping
- Postscript overlays

- Performance

- Input media mapping
- Cutput bin mapping

- PS5 interpreter defaults
- Postscript text scanner

- Output driver settings

|

Common

Properties

2|

— Qutput driver
PDF output 7

[T Set PDFDEVICE variable to 'true’

~Printer

| =]

—Generate decomposition service tiff images from PS ar POF input

El

IDE:::::mp Service off

Set the desired resolution for the tiff images in the PS interpreter defaults.
(default resolution iz 300 dpi)

Ok

Cancel

Help

~Input data compatibility level ——————— "Copies of input data

j Read input data I 1 time(s)

IFlaw postscript conversion

[¥ Enable Accounting parser module
[~ Pass through input data
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Postscript Processor configuration 7] x|
o
- Resources

- Input media mapping

- Qutput bin mapping

- Staple mapping

- Jog mapping

- PS5 interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Qutput driver settings

i

QK

Cancel

Help

—Global resource path

k::‘Fmgraml]aEHanDRMWErmry‘RES\vipp‘L

™ Use VIPP encoding file spedfied below [T Use external "fontlist™ file

[~ Use additional VIPF or Postscript resource file spedified below

| Edit BroAse, .,

Browse...

| Browse, ..

—Resource path used for temporary files and emulation spedific resources

k::\Programl]a13\dumFDRMWErmr?‘lﬂesWermr?_l‘H\,

Browse. ..

~Project resource path
[ Use project path
}C:'l,F'rn:ngramDaI:a'l,u:Iu:n:uFORM'I,Mercur';.f'l,Res'wipp'l,

Browse, .. |

[~ Run emulation in static mode

Postscript Processor configuration 2=l
- Commeon Input media mapping Properties
- Resources
- Input media mapping Postscript printer: <3
- Output bin mapping " " " - - - -

.. Staple mapping (MediaType){MediaColor)(MediaWWeight) I Postscript printer input slot |
- Jog mapping
- PS5 interpreter defaults
- Postscript overlays
- Postscript text scanner
- Performance
- Qutput driver settings
1] |+
| Remove selected mappings
If there is no mapping given, the standard postscript selection will be done for
oK the media request.
e.qg. for "(plain)(red)()’ :
Cancel <« MediaType (plain) MediaColor {red) == setpagedevice
v Convert MediaPosition request to MediaType
Help
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- Commeon Output bin mapping Properties

- Resources

- Input media mapping Postscript printer: <=

- Output bin mapping - - -

.. Staple mapping {Output bin name) | Postscript printer output slot |
- Jog mapping

- PS5 interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Output driver settings

dl | ]

Remove selected mappings

If there is no mapping given, the standard postscript selection will be done for
oK the bin request.

Cancel e.q. for '(FaceupBin)' :
<< fOutputType (FaceupBin) == setpagedevice

Help

Postscript Processor configuration 7] x|
- Comman Staple mapping Properties

- Resources
- Input media mapping Postscript printer: <3

g;ﬁ:tﬁim:gpplng Staple (Staple option) | Postscript printer staple action |
- 1og mapping

- PS5 interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Dutput driver settings

< |

Remove selected mappings

If there is no mapping given, the standard postscript selection will be done for

oK the staple request,
e.q. for ‘true(SinglePortrait)’ :
Cancel =<« [StapleLocation (SinglePortrait) == setpagedevice
e.q. for 'false’ :
T << [Staplelocation (Mone) == setpagedevice
elp
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Postscript Processor configuration 7] x|
- Comman Jog mapping Properties
- Resources
- Input media mapping Postscript printer: <=
- Output bin mapping = - - - -

... Staple mapping | Jog (Jog option) | Postscript printer jog action |
- Jog mapping
- P interpreter defaults
- Postscript overlays
- Postscript text scanner
- Performance
- Output driver settings
l |+
Femove selected mappings
If there is no mapping given, the standard postscript selection will be done for
0K the jog request.
e.q. for ‘true(EndCflob)' :
Cancel << flog (EndOflob) >» setpagedevice
e.q, for 'false’ :
<< (Jog (Mone) == setpagedevice
Help

Postscript Processor configuration 7] x|
- Common PS interpreter defaults Properties
- Resources
- Input media mappin [~ Paper size

P . pFl d Size for portraitin 1,72 Inch
- Cutput bin mapping |a4 j )
- Staple mappin S| M
] P .pp g " Fixed Papersize [ Fit to page e iy
* J0g Mapping ¥ set pagesize at ever e =g
- PS5 interpreter defaults pad ¥Ped
- Postscript overlays —Output resolution in DPT —— ~Linemode and Plain text input settings
-- Postecript text scanner IF Use default Characters per Line: I 20 Skip lines:
- Performance - .
- Qutput driver settings N=S per Fage: I &8 I 0
~Duplex mode [T Remove formfeed line
Job supplied j E iaht:
P » I ont Height: -
| | »] — | 0 Points (1/727)
™ Ignore numcopies Font: I Courier j

0K

Cancel

Help

[” Copy PIL Header

=~
[

Page orientaion: IPDrtrait

[ Use old font renderer
[~ set Ghostscript serialnumber
™ Process XML header {default processing mode: remave XML)

M-Up mode; ID”E Up

[v Ignore stdout messages generated from EPS resources
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- COMMmon
- Resources
- Input media mapping

2=

Postscript Processor configuration
Postscript overlays Properties
Insert spedifications:
Trigger type | Definition name | Location | exdude first page | Repe

- Output bin mapping

- Staple mapping

- Jog mapping

- PS interpreter defaults
- Postscript overlays

- Postecript text scanner
- Performance

- Dutput driver settings

|

Cancel

Help

Press right mouse button to add new definitons

COverlay definitions for the selected insert spedfication:

Page MNr | Mame

| Type | scale | Rotation | shiftx [mm]

Press right mouse button to add new definitons

Input data driver type: I Windows V3

- Commaon

- Resources

- Input media mapping

- Output bin mapping

- Staple mapping

- 1og mapping

- PS5 interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

2=

Postscript Processor configuration
Postscript text scanner Properties
Field Name | Type | Startpage | Endpage | Trigger sequence
Press right mouse button to add new definitons
— Field validity —Data options

- Dutput driver settings

| ]

Cancel

Help

| =
I 0 MNumber of pages

— Global parameters

Cnllectl 0 lines
Line separator char: I :
| Separator at moveto
[T Delete triggered text
™ Delete all text

I strip leading and trailing spaces

uss[ ]| oceurrence of trigger sequence
| _+| Limitation mode

[ 0 OffsetFieldnr
[ 0 Length

[~ Store trigger sequence
[~ Space terminates value

I_ Field separataor

—Select trigoered insert spedfication:

! [
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Postscript Processor configuration 2=
~Comman Properties
- Resources
- Input media mapping —Data processing
D“t:;“t bin mapping Max block size for reading : I & B
- Staple mapping
- Jog mapping Blodk size for output buffering : I 0| KB
- P35 interpreter defaults
- Postscript overl

08 n:rfp overlays ~Timing

- Postscript text scanner
- Performance Delay before next try on read error I 1000 | mgec
- Qutput driver settings Delay before next try on write error I 10 msec
Timeout for shutdown : I 5000 msec

< >

 Bidirectional Communication
[ Produce ACK/MAK responses
Ok
Send stop code to host after writing: I 0 sec
Cancel
Help [ Ghostscript process priority below normal

Postscript Processor configuration id |
- Commeon Output driver settings Properties
- Resources
- Input media mapping PDF output setings
- Ciutput bin mapping
- Staple mapping ' =

lity: | M0
- Jiog mapping Quaity — ad
- PS interpreter defaults [ Auto rotate pages
- Postscript overlays i
—PDFA Sett
- Postecript text scanner s
Perﬁ}rmance I- gEHEFEtE PDFIA‘:IJJ Cﬂmpatlme ﬂutput.
- Qutput driver settings Select ICC profile stored in global resource path. (Embedding
a ICC profile is mandatory for PDFfA generation).
Browse...
<| o || rores |
Ok
Cancel
Help
Page 48 of 90 01.02.2019



docuFORM Global Printer Driver V3.x for Windows Instructions

Normal Print

Postscript Processor configuration el B
PP

- Resources
- Input media mapping ~ Output driver
- Output bin mapping i
- Staple mappin
P e ™ Set PDFDEVICE variable to 'true’
- Jog mapping

- PS5 interpreter defaults | —Printer
- Postscript overlays
- Postscript text scanner IGeneric postscript printer j
- Performance

- Output driver settings

—Generate decomposition service tiff images from PS or POF input

IDecDmp Service off j

1 |

Set the desired resolution for the tiff images in the PS interpreter defaults.
(default resolution is 300 dpi)

aK —Input data compatibility level ——————— "Cnpies of input data

Read input data I 1 time(s)

IF‘.al.r-.' pastscript conversion j

Cancel

[+ Enable Accounting parser module
Help [~ Pass through input data

Postscript Processor configuration ed |
Properties

- Resources

- Input media mapping ~ Global resource path

- Qutput bin mapping C:\ProgramData\docuFORM Mercury \Res\vipp),
- Staple mapping

- Jog mapping ™ Use VIPP encoding file spedified below [T Use external “fontlist™ file

- PS5 interpreter defaults |
- Postscript overlays
- Postscript text scanner ™ Use additional VIPP or Postscript resource file specified below
- Performance |
- Output driver settings

Erowse. ..

]

Edit: | Browse, .,

—Resource path used for temporary files and emulation spedific resources

1 ILI k::‘lFmgramDaE‘l.dnmFDRMWermry\ResWermry_l‘l,E‘l, Browse,., |
—Praoject resource path
0K [ Use project path
[Z:iProgramDatal docuFORMiMercury i Resivipg) Browse. .. |
Cancel
[T Run emulation in static mode
Help

Page 49 of 90 01.02.2019



docuFORM Global Printer Driver V3.x for Windows Instructions

Postscript Processor configuration 7] x|
- Comman Input media mapping Properties
- Resources
- Input media mapping Postscript printer: <=
- Cutput bin mapping = = - - - - -

.. Staple mapping (MediaType){MediaColor){Medialleight) | Postscript printer input slot |
- Jog mapping
- PS5 interpreter defaults
- Postscript overlays
- Postscript text scanner
- Performance
- Qutput driver settings
d i
| Remove selected mappings
If there is no mapping given, the standard postscript selection will be done for
oK the media request.
e.g. for "(plain)(red)()’ :
Cancel <= MediaType (plain) MediaColor (red) == setpagedevice
¥ Convert MediaPosition request to MediaType
Help

Postscript Processor configuration ed |
- Comman Output bin mapping Properties
- Resources
- Input media mapping Postscript printer: <=
- Qutput bin mapping - - -

...Staple mapping (Output bin name) | Postscript printer output slot
- Jog mapping
- P5 interpreter defaults
- Postscript overlays
- Postecript text scanner
- Performance
- Qutput driver settings
d >
Remove selected mappings
If there is no mapping given, the standard postscript selection will be done for
oK the bin request.
Cancel e.q. for '(FaceupBin)' :
<< fOutputType (FaceupBin) == setpagedevice
Help
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Postscript Processor configuration ed
- Common Staple mapping Properties

- Resources
- Input media mapping Postscript printer: <>
- Output bin mapping

- Staple mapping

- Jog mapping

- PS interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Qutput driver settings

Staple (Staple option) | Postscript printer staple action |

« ]

Remove selected mappings

If there is no mapping given, the standard postscript selection will be done for

Ok the staple request.
e.q. for ‘true(SinglePortrait)’ :
Cancel <« [Staplelocation (SinglePortrait) == setpagedevice
e.q. for 'false’ :
T <« [Staplelocation (Mone) == setpagedevice
Elp

Postscript Processor configuration cd |
- Common Jog mapping Properties

- Resources
- Input media mapping Postscript printer: <>

- Cutput bin mapping = - - N -
... Staple mapping | Jog {Jog option) | Postscript printer jog action I

- Jog mapping

- PS interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Output driver settings

< |

Remowve selected mappings

If there is no mapping given, the standard postscript selection will be done for

oK the jog request.
e.q. for 'true(EndCflob)’ :
Cancel << fJog (EndOflob) == setpagedevice
e.q, for 'false’:
= << fJog (Moneg) => setpagedevice
Elp
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Postscript Processor configuration ed |
- Comman PS interpreter defaults Properties
- Resources
- Input media mappin ~Paper size

P ) p!j d Size for portraitin 1,72 Inch
- Dutput bin mapping |a4 j
- Staple mappin S R
P .pp g [ Fixed Paper size [~ Fit to page )
- Jog mapping [¥ Setpagesize at every page 542  Height
- PS interpreter defaults
- Postscript overlays —Cutput resolution in DPT — —Linemode and Plain text input settings
- Postscript text scanner Characters per Line: 80 skip lines:
' p lines:
- Performance V' Use default ! e
- Qutput driver settings MESs pErFags: I 55 I o
~Duplex mode [” Remove formfeed line
Job supplied j E il
P b I ont Height: .
| | »] e | 0 Points (1/727)
[ Ignore numcopies Font: ICE:"-‘”Er j
- Ilf Copy PIL Header Page orientaion: IPDr it =]
IUse old font renderer
M-Up mode: IDnE Up j
Cancel [~ Set Ghostscript serialnumber
[ Process XML header {default processing mode: remove ¥ML)
Help [w Ignore stdout messages generated from EPS resources

d

+ Common Properties
RESDUFCES_ _ Insert spedifications:

- Imput media mapping

... Cutput bin mapping | Trigger type | Definition name | Location | exdude first page | Repe
- Staple mapping

- 1og mapping

- PS5 interpreter defaults Press right mouse button to add new definitons

- Postscript overlays

- Postscript text scanner

- Performance

- Output driver settings

[ ]

Cancel

Help

COverlay definitions for the selected insert spedfication:
Page Nr | Type | Scale

| Mame | Raotation | Shift¥ [mm]

Press right mouse button to add new definitons

Input data driver type: | Windows V3

Page 52 of 90

01.02.2019




docuFORM Global Printer Driver V3.x for Windows Instructions

Postscript Processor configuration

- Commaon

- Resources

- Input media mapping
- Dutput bin mapping

- Staple mapping

- Jog mapping

- PS interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Dutput driver settings

|+

Ok

Cancel

Help

Postscript text scanner

2|

Properties

! =

Field Name | Type | Startpage | Endpage | Trigger sequence
Press right mouse button to add new definitons
— Field validity —Data options

USEI TI occurrence of trigger sequence

I 0 Mumber of pages I

— Global parameters

Collect I 0 lines

Line separator char: I :
[~ Separator at moveto

I 0| Length

| 0 Offset/FieldMr

[ Store trigger seguence
[~ Space terminates value

j Limitation mode

I Field separator

[" Delete triggered text

—Select triggered insert spedfication:

™ Delete all text I
_|_ Strip leading and trailing spaces

=~

Postscript Processor configuration

2%

- Resources

- Input media mapping —Data processing

D“u:;“t bin mapping Max blodk size for reading : KB

- Staple mapping

- Jog mapping Block size for output buffering : I 0 KB

- PS interpreter defaults

. Postecri

0s n:r!pt overlays ~Timing

- Postscript text scanner

- Performance Delay before next try on read error I 1000 | msec

-~ Output driver settings Delay before next try on write error I 10 msec

Timeout for shutdown I 5000 | msec
‘| |+
~Bidirectional Communication
[ Produce ACK/MAK responses
Ok
Send stop code to host after writing: I 0 s=ec
Cancel
Help [~ Ghostecript process priority below normal
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Postscript Processor configuration el b
- Common Output driver settings Properties
- Resgurces
- Input media mapping PCL and Postscript output settings
- Qutput bin mapping —Job copies Job Splitting
- Staple mapping Split job e'ueryl ] Pages. Enter 0 to disable splitting.
- Jog mapping [ splitjob at the end of a set (after ENDOFSET iz called).
- P5 II'ItEr.I:IrEtEr ?EfEuHIS _Page content shift and zoom
F‘Dstsn:r!pt ovenays Additional horizontal | 0 and vertical I ] shiftin 1/720inch
- Postscript text scanner =
. Performance I 100 :I % Page content zoom factor {only with Postscript output)
- Output driver setfings —Resource pass through for postscript output {recommended)
[~ Enable EPS andl™ image pass through Disable pass through for:
a [ v] ™ use ASCII base 85 encoding WV 1calL [~ sETFORM
[ Hold all resources in Printer WM [T embedded resources
[ Disable EPS BoundingBox Check | — I
ower size limit: | 0 Bytes
™ Copy Prolog i
oK —PCL driver only
[~ Enable edge to edge mode [T send PPD default PIL setup
C |
AN [T send PPD default page settings at document setup
Help [~ add empty backside at duplex documents with a odd number of pages
Normal + PDF Print
Postscript Processor configuration e

- (COMmMmaon

- Resources

- Input media mapping
- Qutput bin mapping

- Staple mapping

- Jog mapping

- PS interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Qutput driver settings

|

Common

Properties

— Output driver

[~ Set PDFDEVICE variable to 'true'

~ Printer

IGeneric postscript printer

—Generate decomposition service tiff images from PS or PDF input

4

IDE:::::mp Service off

Set the desired resolution for the tiff images in the PS interpreter defaults,
{default resolution is 300 dpi)

oK —Input data compatibility level Copies ofinputdata ——————
IF‘.al.r-.' postscript conversion j ’7 Read input data | 1 time(s)
Cancel
¥ Enable Accounting parser module
Help ™ Pass through input data
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Postscript Processor configuration 2=
Properties
- Resources
- Input media mapping ~ Global resource path
- Qutput bin mapping C:\ProgramData\docuFORMMercury \Res \ipp),

- Staple mapping
- Jog mapping [ Use VIPP encoding file spedified below [T Use external “fontlist™ file

- PS interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Qutput driver settings

2]

QK

Cancel

Help

| Erowse, ..

]

[ Use additional VIFF or Postscript resource file spedfied below

| Edlit: | Browse. . .

—Resource path used for temporary files and emulation specific resources

k::1FngramDaEHDGJFDRMWEFGJF?‘RESWEFGJr?_l‘ﬁﬁ‘l,

Browse...

—Project resource path
[T Use project path
|C:'I,F'ru:ugramData'l,du:uchORM'l,Mercury'l,Res'l,vipp'l,

Erowse, .,

L

[T Run emulation in static mode

Postscript Processor configuration 2=
- Common Input media mapping Properties
- Resources
- Input media mapping Postscript printer: <>
- Qutput bin mapping = = - - - - -

.. Staple mapping (MediaType){MediaColor){MediaWWeight) | Postscript printer input slot |
- Jog mapping
- P5 interpreter defaults
- Postscript overlays
- Postscript text scanner
- Performance
- Qutput driver settings
+ [+
| Femove selected mappings
If there is no mapping given, the standard postscript selection will be done for
oK the media request.
e.qg. for "(plain)(red)() :
Cancel << MediaType (plain) MediaColor (red) == setpagedevice
¥ Convert MediaPosition request to MediaType
Help
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-~ Commeon Output bin mapping Properties

- Resources

- Input media mapping Postscript printer: <=

- Qutput bin mapping - - -

..Staple mapping (Dutput bin name) | Postscript printer output slot |
- Jog mapping

- PS interpreter defaults
- Postscript overlays

- Postscript text scanner
- Performance

- Output driver settings

< |

Remove selected mappings

If there is no mapping given, the standard postscript selection will be done for
oK the bin request.

Cancel e.q. for '(FaceupBin}' :
<< fOutputType (FaceupBin) == setpagedevice

Help

Postscript Processor configuration d |
- Comman Staple mapping Properties

- Resources
- Input media mapping Postscript printer: <=

S;ﬁ:tn?;m:;plng Staple (Staple option) | Postscript printer staple action |
- 1og mapping

- PS interpreter defaults
- Postscript overlays

- Postecript text scanner
- Performance

- Qutput driver settings

dl [

Femove selected mappings

If there is no mapping given, the standard postscript selection will be done for

oK the staple request,
e.g. for 'true(SinglePortrait)’ :
Cancel << [StapleLocation (SinglePortrait) » > setpagedevice
e.g. for 'false’ :
= << [Staplelocation (Mone) > = setpagedevice
Elp
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Postscript Processor configuration 7] x|
- Comman Jog mapping Properties
- Resources
- Input media mapping Postscript printer: <=
- Output bin mapping - - - - -

... Staple mapping | Jog (Jog option) | Postscript printer jog action |
- Jog mapping
- P interpreter defaults
- Postscript overlays
- Postscript text scanner
- Performance
- Output driver settings
l |+
Femove selected mappings
If there is no mapping given, the standard postscript selection will be done for
QK the jog request.
e.q. for ‘true(EndCflob)' :
Cancel << flog (EndOflob) >» setpagedevice
e.q, for 'false’ :
<< (Jog (Mone) == setpagedevice
Help

Postscript Processor configuration 7] x|
- Common PS interpreter defaults Properties
- Resgurces
- Input media mappin [~ Paper size

P ) p!:l g Size for partraitin 1,72 Inch
- Dtput bin mapping |a4 j )
- Staple mappin o] s
p pRINg [ Fixed Paper size [ Fit to page
- Jog mapping 242 Height

v set pagesize at every page
- PS5 interpreter defaults

- Postscript overlays

- Postscript text scanner
- Performance

- Qutput driver settings

—Output resolution in DPT —
¥ Use default

—Duplex mode

~

I Job supplied

|

| Ignore numcopies

—Linemode and Plain text input settings

Characters per Line: I 80 skip lines:

Lines per Page: I 66 I 0
[T Remove formfeed line

Font Height: .

(0 = auto) I 0 Points (1,727
Font: I Courier j

=~

Fage orientaion: IF‘Drtrait

M-Up mode:

=~

IDnE Up

™ Process XML header {default processing mode: remove XML)

v Copy PIL Header
0K
™ Use old font renderer
Cancel [™ set Ghostscript serialnumber
Help ¥ Ignore stdout messages generated from EPS resources
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+ Common Properties
RESDUFEES_ _ Insert spedifications:
- Imput media mapping
... Oultput bin mapping | Trigger type | Definition name | Location | exdude first page | Repe
- Staple mapping
- 10g mapping
- PS interpreter defaults Press right mouse button to add new definitons
- Postscript averlays
- Postscript text scanner
- Performance
- Output driver settings
COverlay definitions for the selected insert specfication:
: | |L| | Page Mr | Mame | Type | Scale | Raotation | Shift¥ [mm]

Cancel

Press right mouse button to add new definitons

Input data driver type:

Help

Windows V3

Postscript Processor configuration ed
- Common Postscript text scanner Properties
- Resources
- Input media mapping Field Mame | Type | Startpage | Endpage | Trigger sequence
- Output bin mapping
- Staple mapping
- Jog mapping Press right mouse button to add new definitons
- PS5 interpreter defaults
- Postscript overlays
- Postscript text scanner
- Performance ~eicld validi Dats oot
- Output driver settings validity ata oprons

I j Usel "I occurrence of trigger sequence
Liritati aod
4| | »] I 0 MNumber of pages I j mitation mocs
~ Global parameters I 0 Offset/Fieldnr
Cnllectl 0 lines I—[J Length I_ Field separataor
Line separator char: | : I Store e
— [” Separator at moveto [~ Space terminates value
[ Delete riggered text —Select triggered insert spedification:
¥ ™ Delete all text 5]
-
Help I strip leading and trailing spaces I
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Postscript Processor configuration 2=l

- Resources
- Input media mapping —Data processing
D“u:;“t bin mapping Max blodk size for reading : KB
- Staple mapping
- Jog mapping Block size for output buffering : I 0 KB
- PS5 interpreter defaults
. Postscript overl
0s D’!p overlays ~Timing
- Postscript text scanner
. Performance Delay before next try on read error I 1000 | msec
- Output driver settings Celay before next try on write error I 10 msec
Timeout for shutdown I 5000 | msec
*| |+
~Bidirectional Communication
[ Produce ACK/MAK responses
Ok
Send stop code to host after writing: 0 s=ec
Cancel
Help [~ Ghostecript process priority below normal

- Comman Output driver settings Properties

- Resources

- Input media mapping PCL and Postscript output settings

- Qutput bin mapping —Job copies Job Splitting

- Staple mapping Split job every ID— Pages. Enter 0 to disable splitting.
- Jog mapping ™ split job at the end of a set (after ENDOFSET is called).

- PS interpreter defaults

—Page content shift and zoom

- Postscript overlays - : ) i .
F‘n::nstscriEt bt s:anner Additional horizontal I i and vertical I i] shiftin 1/720 inch
- Performance I 100 ﬂ% Page content zoom factor {(only with Postscript output)

- Output driver settings

—Resource pass through for postscript output (recommended)
[~ Enable EPS andl™ image pass through Disable pass through for:

4| [ v] [ use ASCII base 85 encoding ¥ 1cALL [T SETFORM
™ Hold all resources in Printer Y [~ embedded resources
[" Dizable EPS BoundingBox Check lower size limit:

: I 0 Bytes
_I- Copy Prolog yte
QK —PCL driver only
[~ Enable edge to edge mode [T send PPD default PIL setup
Cancel

[T Send PPD default page settings at document setup
Help [ Add empty backside at duplex documents with a odd number of pages
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# Configuration of Print Process GPD Intranet [ modified]
Print Process  Edit  View

ale + =

[ Input Interfaces 2% Emulations and Filters

OQutput Interracesl 54 Logical Printersl

2l

A [ame | 1D | Description | Input Filte
T3 Add Emulation ’

Y% Postscript Processor 4 PDF Conversion
Y% Postscript Processor 5 Mormal Print

stscript Processor 6 Normal + PDF Print
T Raw to Raw 1

Print from remote Mercury

Qutput Filtters

2l

D Add Filter

Job Copier Configuration

—Copy Destinations
Copy | Destination Directory | Appﬂﬁuﬁl Add...
P 1[C:\MSPOOL\PDF_INPUT) 0
Edit...
Remaove
—Options
[+ Also pass job information data
[T Append copy no. to file name
Ok Cancel Help

Print from remote Mercury
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Eigenschaften von Raw to Raw

Performance | Common Behavior I

Peformance Common Behavior |

~Data processing
Max. block size for reading: EH kB
Block size for output buffering: 32 KB

[~ Count pages (see help for supported data types)
@ Input port data type

recognition must be enabled!

~ Timing

Delay before next try on read 1000 | msec

Delay before next try on write 10 msec
Timeout for shutdown: 5000 msec

Split jobs after 0 pages

™ Pun emulation in static mode

r Bidirectional communication

[ Produce ACK/NAK responses

Send stop code bo hest aFterI 0 sec

0K I Abbrechen [ bermehmen

Hiffe: oK I Abbrechen [IEermehmen Hiffe:

9.5 Setting up the Mercury Output Interfaces

A total of seven output interfaces are required for the Mercury-wide Follow2Print and

PDF workflow:

e Three GPD Mapper Output Interfaces for local and global GPD direct printing
and local Follow2Print printing unencrypted.

e Three encrypted GPD Mapper Output Interfaces for local and global GPD direct
printing and local Follow2Print printing

e An SMTP output interface for the encrypted mailing of generated PDF

documents to the user.
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- Configuration of Print Process GPD Intranet il

Print Process  Edit  View

8|c + o

[ Input Interhcesl I % Emulations and Filters

Output Interfaces |E Logical Printersl

d Interface

mmailsrv. company.net:465 (<eMail> [<eMail=]) SMTP Email TLS Qutput
GPD Mapper Standard Qutput
GPD Mapper F2P Hold-Queue
GPD Mapper F2P (Global) Qutput

GPD Mapper [IPP]
GPD Mapper [IPP]
GPD Mapper [IPP]

F2P TLS Hold-Queue
Standard TLS Qutput
F2P (Global) TLS Qutput

L = VT« T S oY

Email TLS Output

The Mercury Email TLS Output Interface is used to encrypt the PDF documents
generated by the Mercury OMS Software as part of the user GPD PDF workflow.

Eigenschaften von SMTP (Output) e Eigenschaften von SMTP (Output) 2x]

SMTP Output ISeﬂings I Data | Diata Capturing | Spooling | SMTP Output  Settings | Data | Data Capturing I Spooling I

~ SMTP Server Description: | SyET e ety

SMTP server: rBuffer

Read block size: 32 KB

Security: |55|-J'T|-5 j Port: |465

Execute command after printing
User: |oms@:ompany.net | J

Password: I BEERRBERRBRRRBRRREES

- Sender

Sender: | Mercury OMS Site A

From address: | oms@company.net

Receiver: | <eMail: [<eMail ] |

Confirmation: I

Default extension: I PDF ¥ Force extension

Mail text... |
0K I Abbrechen | [bernetimen Hilfe: oK I Abbrechen Ubemehmenl Hife |
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Eigenschaften von SMTP (Output) ﬂil Eigenschaften von SMTP (Qutput) ﬂﬂ

" SMTP Qutput I Settings Data I Data Capturing I Spooling | " SMTP Output | Settings | Data  Data Capturing |Spooling |

r Converted data capturing

Configure, ., | I™ Active

& Without protocol data
£ With protocol data

Post Processing

Data encryption

' No encryption I 99 ﬂMaximum files ko capture I 0 ﬁ?qrﬁ;)imum Si2e

" Compress data IT « | Maimumn fiours

" Compress and encrypt data tolkaan

Iethod: I vI ¥ | add job mame to captured filename

[~ Zip output

Password: I

r Send job information within data stream
{only supported by Mercury input ports)

0K I Abbrechen [bernehmen Hiffe 0K I Abbrechen Ubernehmen Hilfe

Eigenschaften von SMTP (Output) 2 x|
" SMTP Output | Settings | Data | Data Captuing Spooling |
IV Active

Spool directory:
I C:\ProgramData\docuFORMMercury\SPOOL\1'\PORT4, J

¥ Retryif busy
after| 15 sec Iwiih dynamic increase j

¥ Process at most I_l jobs concurrently

V¥ Allow alteration of job sequence if applicable

[~ Compress spool files

[ Start printing, even if job is not completely spooled
[~ Cancel job on print error

[ Delete active jobs after unexpected restart

[~ Scheduled printing Sethings:..

[ Keep spodled jobs after printing

Fir; hiaurs I minutes
at the | jabs

OK I Abbrechen | [bemehmen Hiffe

The access data for the respective SMTP mail server to which the Mercury software
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sends the generated emails with PDF attachments must be individually configured in
the 'SMTP server' area for each Mercury server. Similarly, the sender information to
be entered in the 'Sender' section can be individually configured for each Mercury
OMS server. In the 'More' section, additional 'CC' and 'BCC' recipient addresses can
be entered in addition to the recipient address, which must be configured as shown in
the screenshot.

Receiver:
E-Mail address

CC:
E-Mail address

BCC:
E-Mail address

Standard Output

The GPD Mapper Output Interface for the 'Standard Output' sends the print documents
generated by the Global Printer Driver (GPD) to the printing systems directly connected
to the Mercury OMS system.

Eigenschaften von GPD Mapper (Output) 2] x| Eigenschaften von GPD Mapper (Output) 2 x|
Job Monitoring I Data I Data Capturing I Spooling I Protocol I Job Monitoring I Data I Data Capturing I Spooling I Protocal I
TCP/IP | DeviceAssignment | Settings TCP/IP Device Assignment | Settngs
Addresses -
Device | Add...
™ Bind to IP address: I
Edit, .,
TCP-Part: I 9100 —I
Delete |
Default remote address: I J
Moye |
Connect imeout: I 5 sec Moy e Do |
Close timeout: 480 | sec Method: Pages  Count
Linger timeout: I sec Use only if error occurred j I I j

Error handling
v Do not connect to a device which is in an error state
d Reeditect after I 0 |seconds, if the output device is busy:

(requires SNMP device monitoring)

" e .
[” Do not connect to a device after connect error o it Coinplete fob

| | Missi
fiar: seconds (550 fagEs

after I minutes without grink ackivity

oK I Abbrachen WEemehmen Hitfe oK Abbrechen Ubermehmen | Hiffe: |
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Eigenschaften von GPD Mapper (Output)

Eigenschaften von GPD Mapper (Output)

1 o
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Eigenschaften von GPD Mapper (Output) 71| Eigenschaften von GPD Mapper (Qutput) -4 |

TCP/IP | Device Assignment | Settings I TCP/IP I Device Assignment I Setings I
Job Mornitoring I Data | Data Captuing  Specling | Protocol Job Monitoring I Data | Data Capturing | Spooling  Protocol
¥ Active
Spool directory: Canfigure, .. |
| C:'ProgramData'docuFORM Mercury\SPOOLYIPORT 1Y J

[ Retry if busy
aFterI 15 sec Iwiiﬁ dynamic increase j

¥ Process at most IT jobs concurrently

[V Allow alteration of job sequence if applicable

[~ Compress spoal files

[ start printing, even if job is not completely spocled
[ Cancel job on print error

™ Delete active jobs after unexpected restart

[™ scheduled printing/Follow2Print Sebbings... |

[ Keep spooled jobs after printing

fiar; I Fiours I minutes
at the I jobs

oK I Abbrechen | Dbemehmen Hife OK I Abbrechen | [bemehmen Hiffe:

F2P Hold Queue

The F2P Hold Queue GPD Mapper Output Interface collects the GPD-generated print
data for the Follow2Print output on local or remote printing systems.

Eigenschaften von GPD Mapper (Output) 2= Eigenschaften von GPD Mapper (Output) 21|

Job Monitoring | Data I Data Capturing | Spooling | Pratocal | _.Job Manitaring | Data | Data Capturing | Spoaling | Pratocal I
TCPAP | Device Assgnment | Settings TCPAP Device Assignment | Sattings

Addresses |

Device
[~ Bind to IP address: I
Edit, ..
TCP-Port: I 9100

Add

L

Delete
Default remote address: | |
[Mowe g
Connect timeout: I 5 sec [ave Down
Close 1j""'E-"“'-"t:l 120 | sec Method: Pages)  Counk
Linger timeout: I sec Use only if error occurred j I I j

Error handling
¥ Do not connect to a device which is in an error state . ) o
1]
(requires SNMP device monitoring) Redirect after I seconds, if the output device is Busy.

Redirect ) Complete joh
™ Do not connect to a device after connect errar r izl

€ Missing pages
Forl seconds A=

afker I minutes without print ackiity:

oK I Abbrechen [IEermetmen Hilfe oK Abbrechen [Eermekmen | Hilfe: |
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Eigenschaften von GPD Mapper (Output) Eigenschaften von GPD Mapper (Output)

£ [Monitor sonbimuas]y:

s, monitaring) 5| rninube:
COTTTTIEY R

Eigenschaften von GPD Mapper (Output) Eigenschaften von GPD Mapper (Output)

|_ 1o

=1
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Eigenschaften von GPD Mapper (Output) ﬂﬂ Scheduled Printing llll
| TCPAP I Device Assignment I Settings l [ Delayed printing Ok I
Job Monitoring I Data | Data Capturing ~ Spooling | Protocol ™ Do not delay printing
. Cancel
¥ Active " Delay printing until —l
Spool directary: Izz, 10.2018 j| Ill:D?:—E ::” Help |

| C:'ProgramData\docuFORM Mercury \SPOOLVIPORT2Y

¥ Retry if busy

-

aFterI 15 | sec Iwiih dynamic increase

¥ PBrocess at most I 1 jobs concurrently

™ Allow alteration of job sequence if applicable

[~ Compress spoal files

=

™ Delay printing for

I 7 = minute(s) I 0 j second(s)
' Hold jobs (Follow2Print)
[¥ Delete unprinted jobs after

[ 2880 jminute[s}

[ Print period

joo:00

=l fpo:oo

[ start printing, even if job is not completely spocled

I~ Cancel job on print error
™ Delete active jobs after unexpected restart
¥ Scheduled printing,Follow2Print

Settings... |

™ Keep spooled jobs after printing

it I Fours I mminukes
at the I jobs

oK I Abbrechen | Ubemehmenl

Hife |

If automatic deletion of non-fetched Follow2Print jobs by the Mercury OMS software is
desired, then the deletion time for these jobs can be set by enabling the option 'Delete
unprinted jobs after' and entering a retention time in minutes in the 'Scheduled
printing' option.

2=

Settings |
Protacal

Eigenschaften von GPD Mapper (Output)

TCPAP |
Job Monitaring I Data

Device Assignment I
I Data Capturing I Spoaling

Configure,., . |

<Mone >

Dbermetmen Hiffe

OK I Abbrechen
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F2P (Global) Output

The F2P (Global) Output Interface forwards GPD-generated print data from another
Mercury for Follow2Print output from one Mercury to another on local or remote printing
systems.

Eigenschaften von GPD Mapper (Output) ﬂil Eigenschaften von GPD Mapper (Output) ﬂil

Job Monitoring I Data I Data Capturing I Spooling I Protocol | Job Monitoring I Data | Data Capturing I Spooling I Protocol
TCR/IP I Device Assignment I Settings TCP/IP Device Assignment | Settings
Addresses Device | e

™ Bind to IP address: I
Edit. ..,
TCPPart: I 9100

Delete |

Default remote address: I |
Mave Up |
Connect timeout: I 3 sec [ave Dawn |

Close timeout: 120 sec Method: Pages:  Count

Linger timeout: I sec Use only if error occurred j I I j

Error handling
¥ Do not connect to a device which is in an error state
I |
) 2 : o
(requires SNMP device monitoring) Redirect after seconds, if the output device is busy

Redirect % Complete job
™ Do not connect to a device after connect error r AL

| £ issi
fiar; seconds [S5inE pages

after I minutes withaut print actiity.

0K I Abbrechen | Ubemehmen | Hilfe | 0K | Abbrechen | Obermehmen | Hitfe |
Eigenschaften von GPD Mapper (Output) ed | Eigenschaften von GPD Mapper (Output) 21xl
Job Monitoring | Data | Data Capturing I Spooling | Protocal | . TCF/IP I Device Assignment I Settings |
| TCR/IP | Device Assignmert Settings Job Monitoring I Data I Data Capturing I Spooling I Protocol

Description: | SR (el Eel b

[~ Active (page confirmation by PIL)

IVBUH:EI' Read block size: 37 KB ‘ " Page notification
{51 3ot notification ™| Display: job information
Execute command after printng ————————
’7| J ~SNMP device menitoring
[~ Active

€ Monitor device continuously,

%) Stop monitoring 0 j minutes after 3t oubput

ST community: | public Fuark: 161

,TI Abbrechen [bemehmen Hilfe 2K I biigEien Ubsinziunen ik
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Eigenschaften von GPD Mapper (Output) Eigenschaften von GPD Mapper (Output)

Eigenschaften von GPD Mapper (Output)

e pje]

intEs:
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F2P TLS Hold Queue

The F2P Hold Queue GPD Mapper Output Interface encrypts the GPD-generated print
data for the Follow2Print output on local or remote printing systems.

Eigenschaften von GPD Mapper [IPP] (Output) 2l

Job Manitoring | Data I Data Capturing | Spooling I Protocol
IPP | Device Assignment I Settings

Connect timeout: IID |3. =

[ Verify remote certificate

[~ Do not connect to a device which is in an error state
(requires SNMP device monitoring)

Eigenschaften von GPD Mapper [IPP] (Output) 2 x|

Job Monitoring | Data I Data Capturing I Spooling I Protocol
| IPP Device Assignment | Settings
Device | Add...
Edit... |
Delete |
Mave U |
[foye Do |
Method: Fages:  Count;
Use only if error occurred j I I j
Error handling

Fedirect after I_IJ seconds, if the autput device is busy
[T Redirect ) Gomplete job
i Missing pages
after I— rhimutes without print activity:

oK I Abbrechen | [bermehmen | Hitfe | OK | Abbrechen | Oberrmebmen | Hiffe |
Eigenschaften von GPD Mapper [IPP] (Output) ﬂﬂ Figenschaften von GPD Mapper [IPP] (Output) 2=l
Job Monitoring I Data I Data Capturing I Spooling | Protocol | IPP I Device Assignment | Settings I
IPP | Device Assignmert Settings Job Monitoring | Data | Data Capturing | Spooling | Protocol
Description:
Buffer ¥ Active, if supported (no page confirmation)
Read block size: 32 KB

| r

"Execute command after printing

oK I Abbrechen

[bemshmen Hife

Page 71 of 90

oK I Abbrechen [bermehmen Hiffe:

01.02.2019



docuFORM Global Printer Driver V3.x for Windows Instructions

Eigenschaften von GPD Mapper [IPP] (Output) 2 x|

IPP I Device Assignment | Settings | ﬂil
Job Moritering | Data | Data Capturing ~ Spooling I Protocol Delayed printing o I
¥ Active " Do not delay printing
Spool directory: " Delay printing until LEEI'
IC:\,DrogramDaia\,docuFORMWermry\SPDDL\,ﬂPDRTS\, J |22. 10,2018 j| |15:—12: - ﬁ| Help |
¥ Retry if busy ™ Delay printing for

afterl 15 sec Iwiﬂn dynamic increase j I i} ﬁ minute(s) I i} ﬁ second(s)
¢ Hold jobs (Follow2Print)
[~ Delete unprinted jobs after
L
&0 ;lmmute(s)

v Process at most I 1 jobs concurrenty
¥ Allow alteration of job sequence if applicable

™ cCompress spool files

[~ Start printing, even if job is not completely spooled [~ Print period
W Cancel job an print error |:":':':"3 ::ll| |:":':':"3 ::lI
[~ Delete active jobs after unexpected restart
¥ scheduled printing/Follow2Print Settings. .. |
[ Keep spocled jobs after printing

Forl— hRaurs I— minttes

at the I_ jobis
0K I Abbrechen | Obermetmen Hitfe
L
| IPP | Device Assignmert | Settings |

Job Monitoring I Data I Data Capturing | Spooling Pratocol

Configure. .. |

OK I Abbrechen [ bemehmen Hife
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Eigenschaften von GPD Mapper [IPP] (Output]

IPP |
Job Maonitoring Data

Device Assignment I

Post Processing

EMapper

Eonfigure. ., |

r Send job information within data stream
(only supported by Mercury input ports)

Settings
| Data Capturing I Spooling | Protocol

21

0K I Abbrechen | [bernehmen Hilfe

Eigenschaften von GPD Mapper [IPP] (Output]

IPP |
Job Manitoring | Data

Device Assignment

Data Capturing | Spooling | Protocol

2l

| Settings

~Converted data capturing
[~ Active

€ wWithout protocol data
& with protocol data

I 99 ﬂMaximum files ba capture I ]
I 720 = [ &imunm Faurs
: —lto keep

¥ &dd job name bo captured filename

= Maximum size
= ([}

oK I Abbrechen

[bernehmen Hitfe

Standard TLS Output

The GPD Mapper Output Interface for the 'Standard Output' sends the encrypted print
documents generated by the Global Printer Driver (GPD) directly to the print system

locally connected to the Mercury OMS system.

Eigenschaften von GPD Mapper [IPP] (Output] ﬂll

Job Monitoring | Data I Data Capturing I Spooling I Protocol I
IPF | Device Assignment Settings

Connect timeout: IID |3v SEC

¥ Verify remote certificate

I~ Do not connect to a device which is in an error state
(requires SNMP device monitoring)

Obermetmen Hiffe

0K I Abbrechen
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Eigenschaften von GPD Mapper [IPP] (Output]

Job Monitoring | Data

2]

| Data Capturing | Spooling | Protocol |

IPP Device Assignment Settings
Device | Add...
Method: Fages:  Caounkt:
Use only if error occurred j I I j
Error handling

Redirect after I 0 || secomds, i the output device is busy:

I™|Redirect ' Complete job
) Missing pages
after I minutes without print ackivity

oK Abbrechen

Dbermehmmen Hiffe
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Eigenschaften von GPD Mapper [IPP] (Output)

Eigenschaften von GPD Mapper [IPP] (Output)

|_ 1 oe

captured Filename,
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Eigenschaften von GPD Mapper [IPP] (Outp

IPP I Device Assignment |
Job Monitoring I Data I Data Capturing  Spooling

v Active

Spool directory:

21

Settings |
| Protocol

I C:\ProgramData'\docuFORM Wercury\SPOOLY 1\PORTSY

¥ Retry if busy

-

aﬂ:erl 15 seclwiﬁ'l dynamic increase

[+ Process at most I—l jobs concurrently
¥ Allow alteration of job sequence if applicable
[~ Compress spool files

[ Start printing, even if job is not completely spooled
[ Cancel job on print error

™ Delete active jobs after unexpected restart
™ Scheduled printing/Follow2Print

[~ Keep spooled jobs after printing

Far; I hours I rrinutes
at the: I jobs

Sethings. .. |

=

oK I Abbrechen | [Eemehmen

Hiffe

F2P (Global) TLS Output

Eigenschaften von GPD Mapper [IPP] (Outg

IFP I Device Assignment I
Job Monitoring | Data | Data Capturing I Spooling

Configure, . |

2%

Settings I
Protocol

Obemehmen

0K I Abbrechen

Hilfe

The F2P (Global) Output Interface routes the print data generated by the GPD
encrypted by another Mercury for Follow2Print output from one Mercury to another on

local or remote printing systems.

Eigenschaften von GPD Mapper [IPP] (Outp d |

Job Menitoring | Data

I Data Capturing I Spocling I Protocal I
Settings

IPP | Device Assignment

Connect timeout: IID |5v sec

¥ Verify remote certificate

I~ Do not connect to a device which is in an error state
({requires SNMP device monitoring)

[bemehmen Hiffe

OK I Abbrechen
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Eigenschaften von GPD Mapper [IPP] (Outp 2|

Job Manitaring | Data

| Data Capturing | Spoaling I Protocol I

IPP Device Assignmert Settings
Device | Add... I
Edit. . |
Delete |
Mave Up |
Mave Down |
Method: Pages;  Gount
Use only if error occurred j l_ I j
Error handling

Redirect after 0 seconds, if the output device is busy:

I™ Redirect &% GComplete job
= Missing pages
after I mimutes without print activits.

OK Abbrechen

[bemehmen |

Hire |

01.02.2019




docuFORM Global Printer Driver V3.x for Windows Instructions

Eigenschaften von GPD Mapper [IPP] (Output) Eigenschaften von GPD Mapper [IPP] (Output)

ed filemame:
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Eigenschaften von GPD Mapper [IPP] (Outp cd Eigenschaften von GPD Mapper [IPP] (Outp 2x|

IPP | Device Assignment | Settings | | IPP | Device Assignment | Settings |
Job Monitoring I Data I Data Capturing ~ Spooling I Protocol I Job Maonitaring | Data | Data Capturing I Spooling Protocal
I Active

Spool directory:
I C:\ProgramData\docuFCORM \Mercury\SPOOL\1\PORT 7Y J

Configure, .. |

¥ Fetew it busy

afterl 15 sec I';-.'ith dynamic increase j

¥ Process &t most I_l jobs concurrently

¥ allovs alberation of job sequence i spplicable

[~ Compress sposl files

I Stark printing, eyen i job is not completely spooled
¥ | Cancel job am print errar

™ Delete active jobs after unexpected restark

I acheduled printing/FallowzRrink Sethings. .. |

[~ Keep spooled jobs after printing

fit: l_ hiEurs I mimutes
af bhe: I jobs

oK I Abbrechen | Obemetmen Hilfe: 0K I Abbrechen [Eermehmen Hiffe:

9.6 Setting up the Mercury Logical Printer

From the previously set up Mercury OMS Input Interfaces, emulations, filters and
Output Interfaces, the required 13 logical printers can now be defined.

« Configuration of Print Process GPD Intranet x|

Print Process  Edit View

]| & + =
> Input. [r\terfa:esl L% Emulations and F\}tevsl ] Output Interfaces X Logical Printers |

erface Condition Emuiztion Output Interface

v

GOL\PDF_THRUT\* [PDF Input (Fie)] none - PDF Conversion (Postscript Pro 4
5 - Port 9500 [From remote Mercury (TCP/IP,PIL)] none 1 - Print from remote Mercury (Raw to Raw) 8-
1 - Port 9100 [6PD Input (GPD)] GPD: PDF by email 4 - PDF Conversion (Postscript Processor) 4 - Email TLS Qutput (SMTP) - mailsrv.company.net:465 (<eMai> [...
1-Port 9100 [GPD Input (GPD)] GPD: Follow2Print + PDF by email 6 - Normal + PDF Print (Postscript Processor) ~2- F2p Hold-Queue (GPD Mapper) - 2:9100
1 - Port 9100 [GPD Input (GPD)] GPD: Follow2Print 5 - Normal Print (Postscript Processor) 2 - F2P Hold-Queue (GPD Mapper) - 2:9100
1 - Port 9100 [GPD Input (GPD)] GPD: Normal print + PDF by emai 6 - Normal + PDF Print (Postscriot Processor) 1 - Standard Output (GPD Mapper) - Destination delivered by proto...
1 - Port 9100 [6PD Input (GPD)] 6PD: Normal print 5 - Normal Print (Postscript Processor) 1 - Standard Output (GPD Mapper) - Destination delivered b...
4 - Port 632 [TLS from remote Mercury (IPP [Server])] none 1 - Print from remote Mercury (Raw to Raw) 7 - F2P (Global) TLS Output (GPD Mapper [IPP]) - Destination delv...
3 - Port 631 [GPD TLS Input (GPD [PP])] GPD: PDF by email 4 - PDF Conversion (Postscript Processor) 4 - Email TLS Output (SMTP) - mailsrv.company.net:465 (<eMai> [...
3 - Port 631 [GPD TLS Input (GPD [1PP])] GPD: Follow2Print + PDF by email 6 - Normal + PDF Print (Postscript Processor) 6 - F2P TLS Hold-Queue (GPD Mapper [IPP]) - :632
3-Port 631 [GPD TLS Input (GPD [PP])] GPD: Follow2Pring 5 - Normal Print (Postscript Processor) 6 - F2P TLS Hold-Queue (GPD Mapper [IPP]) - :632
3-Port 631 [GPD TLS Input (GPD [PP1)] GPD: Normal print + PDF by email 6 - Normal + PDF Print (Postscriot Processor) ™5 - Standard TLS Output (GPD Mapper [IPP]) - Destination delivere...
3 - Port 631 [GPD TLS Input (GPD [PP1)] GPD: Normal print: 5 - Normal Print (Postscript Processor) 5 - Standard TLS Output (GPD Mapper [IPP]) - Destination delivere...

The screenshot of the configuration dialog for '‘Logical Printer' shows the required
configuration for each logical printer.
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1. Encrypted Logical Printer for generating PDF documents for all configurations

in which both printouts and PDF documents are to be created.

Properties of Logical Printer =l

Input interface

Condition of usage
I{None‘:: j

Emulation

b IPDF Conversion (Postscript Processor), ID4 j

Qutput interface

Imailsrv.cnmpany.net:qﬁﬁ (<eMail> [<eMail =]) [Email TLS Qutput [Ej

estination / Device
¥ Default

{ Set by protocol Cuele Mapping,.. |

" Spedific I _I

[~ Use as default printer 0K I Cancel |

2. Follow2Print processing of print data from a remote Mercury OMS server.

Properties of Logical Printer =l

Input interface

Condition of usage
I::None:= j

Emulation

£ IPrint from remote Mercury (Raw to Raw), ID1 j

COutput interface

[2:9100 [F2P (Global) Output (GPD Mapper)], ID8 =]

estination / Device
" Default

% Set by protocol Queue Mapping. .. |

" Spedific I I
[~ Use as default printer oK I Cancel |
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3. Local processing of Global Printer Driver print data from which only one PDF
document is to be created.

Properties of Logical Printer x|

Input interface

Condition of usage

IGPD output j IPDF by email j
Emulation
= IPDF Conversion (Postscript Processor), ID4 j

Output interface

Imailsrv.company.net:%S (=eMail= [«<eMail=]) [Email TLS Output {Ej

estination [ Device
{+ Default

" Set by protocol Gueue Mapping, .. |

" Spedific I _I
[~ Use as default printer Ok I Cancel |

4. Follow2Print processing and PDF generation of Global Printer Driver print data.

Properties of Logical Printer |

Input interface

Condition of usage

|PD output x| |Followzprint +POF by email ¥ |
Emulation
= INormaI + POF Print (Postscript Processor), ID6 j

Output interface

|7:9100 [F2P Hold-Queue (GPD Mapper)], D2 |

estination / Device
i+ Default

" Setby protocal Queue Mapping. .. |

" Spedific I _I
[~ Use as default printer oK I Cancel |

Page 79 of 90 01.02.2019



docuFORM Global Printer Driver V3.x for Windows Instructions

5. Follow2Print processing without PDF generation of Global Printer Driver print
data.

Properties of Logical Printer |

Input interface

Condition of usage

|PD output | |FollowzPrint |
Emulation
= INormaI Print {Postscript Processar), ID5 j

Output interface

|2:9100 [F2P Hold-Queue (GPD Mapper]], ID2 =]

estination / Device
(¥ Default

{ Setby protocol Guele MapEng, . . |

" Specific I I
[~ Use as default printer oK I Cancel |

6. Direct processing and PDF generation of Global Printer Driver print data.

Properties of Logical Printer x|

Inputinterface

Condition of usage

|PD output | |Normal print +POF by email =]
Emulation
iR INormaI + PDF Print (Postscript Processor), ID6 j

Output interface

[2:9100 [Standard Output (GPD Mapper)], ID1 =]

estination / Device
" Default

% Set by protocol Queue Mapping. .. |

" Spedific I _I
[~ Use as default printer 0K I Cancel |
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7. Local direct processing without PDF generation of Global Printer Driver print
data. This logical printer is labeled as a 'default’ processing path that is used
whenever the print data cannot be assigned to any of the other defined logical

printers.

Properties of Logical Printer x|

Input interface

Condition of usage

|&PD output =] |mormal print =]
Emulation
= INormaI Print (Postscript Processor), ID5 j

Output interface

[7:9100 [Standard Output (GPD Mapper)], ID1 =]

estination f Device
™ Default
% Setby protocol Queue Mapping... |

™ Specific I I
[¥ Use as default printer Ok I Cancel |

8. Encrypted Follow2Print processing of print data from a remote Mercury OMS
server.

Properties of Logical Printer x|

Input interface

Condition of usage

I <MNone = j

Emulation

b IPrint from remote Mercury (Raw to Raw), ID1 j

Qutput interface

|:443 [F2P (Global) TLS Output (GPD Mapper [IPP)], ID7 j

estination [ Device

" Default

{* Setby protocol Queue Mapping... |

™ Spedific I _I
[ Use as default printer oK I Cancel |
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9. Encrypted local Processing of Global Printer Driver print data from which only
one PDF document is to be created.

Properties of Logical Printer =]

Inputinterface

Condition of usage

[&PD output | |PoF by emai |
Emulation
=R IPDF Conversion (Postscript Processor), ID4 j

Output interface

Imailsru.company.net:‘lﬁﬁ {<eMail> [<eMail=]) [Email TLS Output {Ej

estination / Device
¥ Default
" Set by protocol Guene Mapping, .. |

™ Specific | _I
[~ Use as default printer oK I Cancel |

10. Encrypted Follow2Print processing and PDF generation of Global Printer Driver
print data.

Properties of Logical Printer x|

Input interface

Condition of usage

|GPD output | |FollowzPrint + POF by email  ~ |
Emulation
= INcrmaI + PDF Print (Postscript Processor), ID6 j

Output interface

1 |:632 [F2P TLS Hold-Queve (GPD Mapper [IPPL)], IDG =l
estination [ Device
& Default
" Setby protocol Queus Mapping.. . |
™ Spedific I _I

[~ Use as default printer Cancel |
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11.Encrypted Follow2Print processing without PDF generation of Global Printer
Driver print data.

Properties of Logical Printer X|

Input interface

Condition of usage

|PD output | |Followzprint =]
Emulation
= INormal Print (Postscript Processor), 105 j

Output interface

1632 [F2P TLS Hold-Queue (GPD Mapper [IPF])], ID& j

estination / Device
{* Default

{~ Set by protocal Queue Mapping.. . |

" Spedific I _I
[~ Use as default printer oK I Cancel |

12.Encrypted direct processing and PDF generation of Global Printer Driver print
data.

Properties of Logical Printer x|

Input interface

Condition of usage

IGPD output j INormaI print + PDF by email j
Emulation
R INorma\ +PDF Print (Postscript Processor), ID6 j

Output interface

{2 |+443 [Standard TLS Output (GPD Mapper [IPP])], ID5 4|
estination / Device
" Default
% Set by protocol Queue Mapping... |
™ Spedfic I _I
I~ Use as default printer Cancel |
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13.Encrypted local direct processing without PDF generation of Global Printer
Driver print data.

Properties of Logical Printer x|

Input interface

Condition of usage

IGPD output j INurmaI print j

Emulation

= INormaI Print (Postscript Processor), IDS j

Output interface

& |:443 [Standard TLS Qutput (GPD Mapper [IFF])], ID5 j
estination [ Device
™ Default
{* Set by protocal Queue Mapping. .. |
{™ Spedific I _I
[~ Use as default printer ITI Cancel |

10 Setting up encrypted printing

The launch of docuFORM Mercury V10 will coincide with the coming into force of the new
European Data Protection Regulation GDPR. In addition to encrypting personalized data,
Mercury V10 now also encrypts and transmits all print data itself, from creation to output,
in the network, and finally decodes and outputs it in the printing system itself. By using the
IPPS transmission protocol, docuFORM Mercury dispenses with any hardware additions,
all the way to the output device. It can therefore be said to be a true end "2" end encryption.

Mercury V10 can work independently with individual encryption certificates. The entire
system can also be fully integrated into a company's certificate policy. As part of the
manufacturer-independent follow "2" print solution, Mercury V10 also guarantees end-to-
end encryption of all print data.

If the user opts for an encrypted print, this is also carried out completely. The user is
prompted to output to a corresponding IPPS-capable device. If they authenticate
themselves to an encryption-free device, the print data remains secure and cannot be
output on it, thus ensuring consistent encryption and data security.
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Of course, the same functionality is also guaranteed when using the Mercury Global Printer
Driver (GPD). End "2" end encryption is guaranteed at all times both for direct printing, as
well as within the GPD follow "2" print workflow. The user can fully enjoy the ease of use
of the Mercury GPD, whereby the encryption options for each individual device are visually
and interactively offered to them.

All Mercury field installations can be upgraded to Mercury V10. In addition, the newly
developed Mercury IPPS Transfer Module is required for end "2" end encryption. The
certificate management complies with Microsoft specifications and can be individually
configured within the scope of the respective installation.

The following is an example of how to create an encrypted IPPS workflow in the Mercury
V10 software without data conversion.

10.1Preparation of the end devices

Before you start installing the encrypted workflow in Mercury V10, you should prepare
your printer or MFP. First, the SSL / TLS encryption should be activated on the printer
and the corresponding certificates should be installed on the system. Please proceed
as described by following the individual manufacturer instructions. These can be found
under the respective manufacturer on the homepage. Note also, the printer driver must
be configured accordingly - it is important to select a shared printer by name and then
enter in the URL field: "http: // IP address of the device / ipp" (where "IP address of the
device" stands for the IP address of the device or the node name). Be sure to enter
"https: //" and not "http: /" as printing over IPP is not secure. Again, proceed exactly
according to the instructions of the respective manufacturer.

10.2Activation of TLS/ SSL in server options

To activate the TLS / SSL encryption, select the entry 'Server' within the menu 'Setup'.
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% Mercury (Default - Administrator) - |EI|1|
File Job View | Setup Help
Print Process. .. F7 docuFORM - Mercury 10.0
. Server... Licensed to Michael Deck / docuFORM GmbH
Test Logical Printer. ..
Print proc =
Backup » b
5 Job Properties
Active Jobs | Printed Jobs | s
Name |Statu5 | Conv...l Printedl Size Desti...l - Cre

Ready, waiting for jobs...

4 | 2l
Event Log
I\Gﬂ Date/Time From | Code | Event
Inf  19.07.2018 10:25:37,0... Server 3110055 Client (V10.0) from 192.168.2.127 (192.168.2.127) connected as administr
Inf  15.07.2018 10:25:37,0... Server Mercury Server Service 10.0 (25.05.2018 12:34:34 UTC)
Inf 19.07.2018 10:25:37,0.. Server Registered user: Michael Deck

Inf  19.07.2018 10:25:37,0...

Server Registered company: docuFORM GmbH

License ted. License will expir

2l | |

Highlight: =l

General: The host name entered in the "Server Hostname" field must correspond
with the host name entered in the certificate used.

B . Server Options |
Advanced | FSM Server I Accounting
General | secwrity | Llogging |  E-vail Notification
rConnectivity

Server IP address: TCP part |_1,9 110
Timeout IID seC

Server Hostname:

Imercury,docuf‘orm.de SNMP timeout |5 seC

Netbios / Cluster name: SNMP interval IID sec

[~ Resolve IP addresses or find host names using DNS

rLogical Printers

[¥ Run Logical Printers at server start after a delay of IID seC
[~ Restart not responding Logical Printers

—Datab

Data source IdochORM j

User name I

Password I

OK I Cancel
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Check the box "Enable TLS / SSL" under Security.

Advanced | FSM Server I Accounting
General Security | Logging I E-Mail Motification
rPasswords
Administrator | Set...
Operator I Set...
Guest | Set...

Operator Permissions

v Start/stop Logical Printers [~ View jobs
¥ Redirect jobs [~ Delete jobs

[ Strict Secure Print

I~ le TLS/SSL
LS, igos (Server)

Certificate:

IMercury.docufDrm.de

Check Certificate. ..

[~ Allow insecure connections

~TLS/S5L Settings (Client)

[~ Trust all certificates {not recommended)

X
|

OK I Cancel I

In the input field 'Certificate’ of the "TLS / SSL Settings (Server)" area the certificate is
stored which is used for encrypted communication. The certificate must exist in the
Windows certificate store. The specified text is searched for in the subject of the
certificate (for example, CN name).

Next, click "Check Certificate" to check the certificate. The specified certificate is
searched for in the Windows certificate store. If found, information about the certificate,
such as serial number or expiration date, is displayed. If the certificate was not found,
a self-signed certificate can be created and added to the Windows certificate store.
The message 'Certificate not found' appears and asks if you want to create a certificate.

You have two options to create a certificate: with or without a private key.

Page 87 of 90

Mercury

; 1 Certificate not found. Do you want to generate and install a self
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Generate Certificate

{% Create certificate in store and export without private key
{~ Create certificate in store and export with private key
Password for private key:

Verify password:

Ok

Cancel

Certificate files in various formats are also stored in the SSL subdirectory of the
Mercury ProgramData directory. If the private key of the generated certificate is to be

stored in a keyfile, a passphrase must be specified.

By confirming with OK you will receive the following message:

Certificate generated and installed. Files are located in

I_\ C:\ProgramDatadocuFORMMercury \S5L.
Subject: Mercury,docuform. de
Serial: 396592 96 b4 5c 2d be 4b 12 33 2e 8b et
730 days left

5601

You now have the option to accept unencrypted connections under "Allow insecure
connections". However, this is only recommended when using card reader / printer

apps that do not support TLS / SSL encryption.
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zl
Advanced | FSM Server I Accounting I
General Security I Logaing | E-Mail Notification
rPasswords
Administrator | Set...
Operator I Set...
Guestl Sek...

—Operator Permissions
I~ view jobs
I~ Delete jobs

¥ Start/stop Logical Printers
¥ Redirect jobs

I~ Strict Secure Print
[+ Enable TLS/S5L

TLS/S5L Settings (Server)

Certificate:

IMercury. docuform.de

Chedk Certificate. .. |

¥ Allow insecure connections

~TLS/SSL Settings (Client)

I~ Trust all certificates (not recommended)

OK I Cancel

The final checkbox is "Trust all certificates" option. It is not recommended to enable
this as it disables the certificate validity check for all certificates. Use this option only
to achieve TLS / SSL encrypted communication without checking the validity of the

server certificate.
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Advanced | F5M Server I
General Security | Logging I

Accounting I
E-Mail Motification

. 1
Passwords

Administrator I

Operator I

Guestl

Bk

CEr-

FRE

—Operator Permissions
[ View jobs
[~ Delete jobs

[+ Start/stop Logical Printers
| Redirect jobs

I~ Strict Secure Print
|+ Enable TLS/SSL

—TLS/55L Settings (Server)
Certificate:

IMercury.docuform. de

Check Certificate. ..

[~ Allow insecure connections

~TLS/S5L Settings (Client)

[ Trust all certificates (not recommended)

OK I Cancel
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Configure the other options as required:

Strict Secure Print: If this option is activated, encrypted transmitted print data will only
be output to printers that support encryption - i.e. the entire transmission path is
encrypted.

Allow insecure Connections: If this option is activated, insecure connections will also
be allowed on the XML-RPC server, which is responsible, among other things, for
communicating with card readers and printer apps. This may be necessary in
environments with older apps and card readers that do not support secure
connections.

Trust all certificates: This affects all outgoing connections, e.g. For example, TLS
connections (ipps) to printing systems or communication with other Mercury systems.
If this option is activated, the authenticity of the certificate is not checked. Activation
of this option is not recommended!

Advanced: Configure here the IP address of the FSM server, and optionally the IP
address of the index server.
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